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July	16,	2025February	28,	2022	by	Admin	What	is	a	port	in	computer	networking?	Explained	with	examples.	Let’s	start	with	correlating	the	technical	concept	of	…	Read	more	June	21,	2023February	25,	2022	by	Admin	What	is	Optical	Fiber	and	a	Fiber	Optic	Cable?	Optical	fiber	nomenclature	comprises	two	words,	optical	which	refers	…	Read	more	July	18,	2023February	15,	2022	by	Admin	What	is	a	submodule	in	Git?	How	to	add,	update	and	remove	it?	While	using	Git,	you’ll	notice	…	Read	more	November	23,	2022February	3,	2022	by	Admin	Learn	git	step	by
step	with	examples.	Start	exploring.	Know	what	is	Git	and	how	to	set	up	…	Read	more	July	20,	2023February	3,	2022	by	Admin	GIT	Clone	command	with	examples.	Cloning	is	the	process	of	creating	a	duplicate	of	something.	The	Git	clone	…	Read	more	June	21,	2023February	2,	2022	by	Admin	What	is	the	MPLS	protocol	and	how	does	MPLS	work	over	a	computer	network?		MPLS	is	an	abbreviation	…	Read	more	Subnetting	is	the	process	of	dividing	a	large	network	into	smaller	networks	called	"subnets."	Subnets	provide	each	group	of	devices	with	their	own
space	to	communicate,	which	ultimately	helps	the	network	to	work	easily.	This	also	boosts	security	and	makes	it	easier	to	manage	the	network,	as	each	subnet	can	be	monitored	and	controlled	separately.	In	this	article,	we	will	discuss	Subnetting	in	detail.Introduction	to	SubnetA	subnet	is	like	a	smaller	group	within	a	large	network.	It	is	a	way	to	split	a	large	network	into	smaller	networks	so	that	devices	present	in	one	network	can	transmit	data	more	easily.	For	example,	in	a	company,	different	departments	can	each	have	their	own	subnet,	keeping	their	data
traffic	separate	from	others.	Subnet	makes	the	network	faster	and	easier	to	manage	and	also	improves	the	security	of	the	network.Why	Subnetting	is	Important?Let's	consider	a	company	that	follows	classful	addressing,	it	has	a	Class	C	network	(192.168.1.0/24)	with	256	IP	addresses.	It	has	three	departments:Sales:	20	devicesHR:	10	devicesIT:	50	devicesWithout	subnetting,	all	departments	share	the	same	network,	and	all	256	IP	addresses	are	available	to	everyone,	which	leads	to:IP	Waste:	Only	80	devices	are	needed	(20	+	10	+	50),	but	all	256	addresses	are
allocated,	wasting	176	addresses.Performance	Issues:	Since	all	departments	are	on	the	same	network,	any	data	sent	between	devices	floods	the	entire	network,	slowing	communication	for	everyone.	For	example,	heavy	data	transfer	in	IT	can	impact	Sales	and	HR.Security	Risks:	Without	subnets,	anyone	in	Sales	can	access	HR	or	IT	devices,	exposing	sensitive	data	like	payroll	systems.With	Subnetting,	we	split	the	network	into	three	subnets,	allocating	just	enough	IP	addresses	for	each	department:Sales:	192.168.1.0/27	→	32	IPs	(for	20	devices,	12	spare)HR:
192.168.1.32/28	→	16	IPs	(for	10	devices,	6	spare)IT:	192.168.1.48/26	→	64	IPs	(for	50	devices,	14	spare)By	subnetting,	we:Save	IP	addresses	(Efficiency):	Only	112	addresses	are	used	(80	+	some	spare),	leaving	144	unused	for	future	growth.Keep	networks	faster	(Better	Performance):	Data	within	each	department	stays	in	its	subnet.	For	example,	HR	traffic	stays	in	HR,	reducing	network	congestion	for	Sales	and	IT.Protect	sensitive	data	(Improved	Security):	Each	department	is	isolated.	If	someone	in	Sales	tries	to	access	HR	systems,	subnet	restrictions	block
them.Key	Concepts	in	SubnettingIP	AddressingAn	IP	address	is	made	up	of	different	parts,	each	serving	a	specific	purpose	in	identifying	a	device	on	a	network.	An	IPv4	address	consists	of	four	parts	called	"octets,"	separated	by	dots	(e.g.,	192.168.1.1).	It	has	two	main	sections:Network	Portion:	Identifies	the	network	the	device	belongs	to.Host	Portion:	Uniquely	identifies	a	device	within	the	network.IPv4	addresses	are	divided	into	classes	based	on	the	length	of	the	network	and	host	portions:Class	A:	8-bit	network	ID,	24-bit	host	ID.Class	B:	16-bit	network	ID,
16-bit	host	ID.Class	C:	24-bit	network	ID,	8-bit	host	ID.	For	more	details,	refer	to	Classful	IP	Addressing.What	is	a	Subnet	Mask?A	subnet	mask	is	a	32-bit	number	used	in	IP	addressing	to	separate	the	network	portion	of	an	IP	address	from	the	host	portion.	It	helps	computers	and	devices	determine	which	part	of	an	IP	address	refers	to	the	network	they	are	present,	and	which	part	refers	to	their	specific	location	or	address	within	that	network.CIDR	Notation:	A	Simplified	Approach	to	SubnettingInstead	of	using	a	long	subnet	mask	(e.g.,	255.255.255.0),	CIDR
uses	a	simple	format	like	/24.	The	number	after	the	slash	(/n)	represents	the	number	of	bits	used	for	the	network	portion	of	the	IP	address.How	Subnetting	Works?The	working	of	subnets	starts	in	such	a	way	that	firstly	it	divides	the	subnets	into	smaller	subnets.	For	communicating	between	subnets,	routers	are	used.	Each	subnet	allows	its	linked	devices	to	communicate	with	each	other.	Subnetting	for	a	network	should	be	done	in	such	a	way	that	it	does	not	affect	the	network	bits.In	class	C	the	first	3	octets	are	network	bits	so	it	remains	as	it	is.	For	Subnet-1:
The	first	bit	which	is	chosen	from	the	host	id	part	is	zero	and	the	range	will	be	from	(193.1.2.00000000	till	you	get	all	1's	in	the	host	ID	part	i.e,	193.1.2.01111111)	except	for	the	first	bit	which	is	chosen	zero	for	subnet	id	part.	Thus,	the	range	of	subnet	1	is:	193.1.2.0	to	193.1.2.127	Subnet	id	of	Subnet-1	is	:	193.1.2.0The	direct	Broadcast	id	of	Subnet-1	is:	193.1.2.127The	total	number	of	hosts	possible	is:	126	(Out	of	128,	2	id's	are	used	for	Subnet	id	&	Direct	Broadcast	id)The	subnet	mask	of	Subnet-	1	is:	255.255.255.128For	Subnet-2:	The	first	bit	chosen	from
the	host	id	part	is	one	and	the	range	will	be	from	(193.1.2.100000000	till	you	get	all	1's	in	the	host	ID	part	i.e,	193.1.2.11111111).Thus,	the	range	of	subnet-2	is:	193.1.2.128	to	193.1.2.255	Subnet	id	of	Subnet-2	is	:	193.1.2.128The	direct	Broadcast	id	of	Subnet-2	is:	193.1.2.255The	total	number	of	hosts	possible	is:	126	(Out	of	128,	2	id's	are	used	for	Subnet	id	&	Direct	Broadcast	id)The	subnet	mask	of	Subnet-	2	is:	255.255.255.128The	best	way	to	find	out	the	subnet	mask	of	a	subnet	is	to	set	the	fixed	bit	of	host-id	to	1	and	the	rest	to	0.Finally,	after	using	the
subnetting	the	total	number	of	usable	hosts	is	reduced	from	254	to	252.	Note:	To	divide	a	network	into	four	(2	2	)	parts	you	need	to	choose	two	bits	from	the	host	id	part	for	each	subnet	i.e,	(00,	01,	10,	11).	To	divide	a	network	into	eight	(2	3	)	parts	you	need	to	choose	three	bits	from	the	host	id	part	for	each	subnet	i.e,	(000,	001,	010,	011,	100,	101,	110,	111)	and	so	on.	We	can	say	that	if	the	total	number	of	subnets	in	a	network	increases	the	total	number	of	usable	hosts	decreases.	The	network	can	be	divided	into	two	parts:	To	divide	a	network	into	two	parts,
you	need	to	choose	one	bit	for	each	Subnet	from	the	host	ID	part.In	the	above	diagram,	there	are	two	Subnets.	Note:	It	is	a	class	C	IP	so,	there	are	24	bits	in	the	network	id	part	and	8	bits	in	the	host	id	part.Example	1:	An	organization	is	assigned	a	class	C	network	address	of	201.35.2.0.	It	uses	a	netmask	of	255.255.255.192	to	divide	this	into	sub-networks.	Which	of	the	following	is/are	valid	host	IP	addresses?	201.35.2.129	201.35.2.191	201.35.2.255	Both	(A)	and	(C)	Solution:Converting	the	last	octet	of	the	netmask	into	the	binary	form:
255.255.255.11000000Converting	the	last	octet	of	option	1	into	the	binary	form:	201.35.2.10000001Converting	the	last	octet	of	option	2	into	the	binary	form:	201.35.2.10111111Converting	the	last	octet	of	option	3	into	the	binary	form:	201.35.2.11111111From	the	above,	we	see	that	Options	2	and	3	are	not	valid	host	IP	addresses	(as	they	are	broadcast	addresses	of	a	subnetwork),	and	OPTION	1	is	not	a	broadcast	address	and	it	can	be	assigned	to	a	host	IP.Example	2:		An	organization	has	a	class	C	network	address	of	201.32.64.0.	It	uses	a	subnet	mask	of
255.255.255.248.	Which	of	the	following	is	NOT	a	valid	broadcast	address	for	any	subnetworks?	201.32.64.135	201.32.64.240	201.32.64.207	201.32.64.231	Solution:Converting	the	last	octet	of	the	netmask	into	the	binary	form:	255.255.255.11111000Converting	the	last	octet	of	option	1	into	the	binary	form:	201.32.64.10000111Converting	the	last	octet	of	option	2	into	the	binary	form:	201.32.64.11110000Converting	the	last	octet	of	option	3	into	the	binary	form:	201.32.64.11001111Converting	the	last	octet	of	option	4	into	the	binary	form:
201.32.64.11100111From	the	above,	we	can	see	that	in	OPTION	1,	3,	and	4,	all	the	host	bits	are	1	and	give	the	valid	broadcast	address	of	subnetworks.and	OPTION	2,	the	last	three	bits	of	the	Host	address	are	not	1	therefore	it's	not	a	valid	broadcast	address.Advantages	of	SubnettingIt	provides	security	to	one	network	from	another	network.	For	example:	In	an	Organization,	the	code	of	the	Developer	department	must	not	be	accessed	by	another	department.	It	may	be	possible	that	a	particular	subnet	might	need	higher	network	priority	than	others.	For
example,	a	Sales	department	needs	to	host	webcasts	or	video	conferences.	In	the	case	of	Small	networks,	maintenance	is	easy.	Disadvantages	of	SubnettingIn	the	case	of	a	single	network,	only	three	steps	are	required	to	reach	a	Process	i.e	Source	Host	to	Destination	Network,	Destination	Network	to	Destination	Host,	and	then	Destination	Host	to	Process.	In	the	case	of	a	Single	Network	only	two	IP	addresses	are	wasted	to	represent	Network	Id	and	Broadcast	address	but	in	the	case	of	Subnetting	two	IP	addresses	are	wasted	for	each	Subnet.	The	cost	of	the
overall	Network	also	increases.	Subnetting	requires	internal	routers,	Switches,	Hubs,	Bridges,	etc.	which	are	very	costly.		To	learn	all	the	basic	to	advanced	subnetting	concepts,	refer	to	Subnet	Mask	Cheat	Sheet.	Introduction	to	Subnetting	More	on	Subnetting	and	CIDR	in	CN	More	on	Subnetting	in	CN	Computer	Network	Tutorial	Basics	of	Computer	Networking	Types	of	Computer	Networks	Introduction	to	Internet	Types	of	Network	Topology	Network	Devices	What	is	OSI	Model?	-	Layers	of	OSI	Model	TCP/IP	Model	Difference	Between	OSI	Model	and
TCP/IP	Model	Physical	Layer	in	OSI	Model	Types	of	Network	Topology	Transmission	Modes	in	Computer	Networks	(Simplex,	Half-Duplex	and	Full-Duplex)	Types	of	Transmission	Media	Data	Link	Layer	in	OSI	Model	What	is	Switching?	Virtual	LAN	(VLAN)	Framing	in	Data	Link	Layer	Error	Control	in	Data	Link	Layer	Flow	Control	in	Data	Link	Layer	Piggybacking	in	Computer	Networks	Network	Layer	in	OSI	Model	Introduction	of	Classful	IP	Addressing	Classless	Addressing	in	IP	Addressing	What	is	an	IP	Address?	IPv4	Datagram	Header	Difference	Between
IPv4	and	IPv6	Difference	between	Private	and	Public	IP	addresses	Introduction	To	Subnetting	What	is	Routing?	Network	Layer	Protocols	Session	Layer	in	OSI	model	Presentation	Layer	in	OSI	model	Secure	Socket	Layer	(SSL)	PPTP	Full	Form	-	Point-to-Point	Tunneling	Protocol	Multipurpose	Internet	Mail	Extension	(MIME)	Protocol	Application	Layer	in	OSI	Model	Client-Server	Model	World	Wide	Web	(WWW)	Introduction	to	Electronic	Mail	What	is	a	Content	Distribution	Network	and	how	does	it	work?	Protocols	in	Application	Layer	What	is	Network	Security?
Computer	Network	|	Quality	of	Service	and	Multimedia	Authentication	in	Computer	Network	Encryption,	Its	Algorithms	And	Its	Future	Introduction	of	Firewall	in	Computer	Network	MAC	Filtering	in	Computer	Network	Wi-Fi	Standards	Explained	What	is	Bluetooth?	Generations	of	wireless	communication	Cloud	Networking	Top	50	Plus	Networking	Interview	Questions	and	Answers	for	2024	Top	50	TCP/IP	Interview	Questions	and	Answers	2025	Top	50	IP	Addressing	Interview	Questions	and	Answers	Last	Minute	Notes	for	Computer	Networks	Computer
Network	-	Cheat	Sheet	Subnetting	is	the	process	of	dividing	a	large	network	into	smaller	networks	called	"subnets."	Subnets	provide	each	group	of	devices	with	their	own	space	to	communicate,	which	ultimately	helps	the	network	to	work	easily.	This	also	boosts	security	and	makes	it	easier	to	manage	the	network,	as	each	subnet	can	be	monitored	and	controlled	separately.	In	this	article,	we	will	discuss	Subnetting	in	detail.Introduction	to	SubnetA	subnet	is	like	a	smaller	group	within	a	large	network.	It	is	a	way	to	split	a	large	network	into	smaller	networks	so
that	devices	present	in	one	network	can	transmit	data	more	easily.	For	example,	in	a	company,	different	departments	can	each	have	their	own	subnet,	keeping	their	data	traffic	separate	from	others.	Subnet	makes	the	network	faster	and	easier	to	manage	and	also	improves	the	security	of	the	network.Why	Subnetting	is	Important?Let's	consider	a	company	that	follows	classful	addressing,	it	has	a	Class	C	network	(192.168.1.0/24)	with	256	IP	addresses.	It	has	three	departments:Sales:	20	devicesHR:	10	devicesIT:	50	devicesWithout	subnetting,	all	departments
share	the	same	network,	and	all	256	IP	addresses	are	available	to	everyone,	which	leads	to:IP	Waste:	Only	80	devices	are	needed	(20	+	10	+	50),	but	all	256	addresses	are	allocated,	wasting	176	addresses.Performance	Issues:	Since	all	departments	are	on	the	same	network,	any	data	sent	between	devices	floods	the	entire	network,	slowing	communication	for	everyone.	For	example,	heavy	data	transfer	in	IT	can	impact	Sales	and	HR.Security	Risks:	Without	subnets,	anyone	in	Sales	can	access	HR	or	IT	devices,	exposing	sensitive	data	like	payroll	systems.With
Subnetting,	we	split	the	network	into	three	subnets,	allocating	just	enough	IP	addresses	for	each	department:Sales:	192.168.1.0/27	→	32	IPs	(for	20	devices,	12	spare)HR:	192.168.1.32/28	→	16	IPs	(for	10	devices,	6	spare)IT:	192.168.1.48/26	→	64	IPs	(for	50	devices,	14	spare)By	subnetting,	we:Save	IP	addresses	(Efficiency):	Only	112	addresses	are	used	(80	+	some	spare),	leaving	144	unused	for	future	growth.Keep	networks	faster	(Better	Performance):	Data	within	each	department	stays	in	its	subnet.	For	example,	HR	traffic	stays	in	HR,	reducing	network
congestion	for	Sales	and	IT.Protect	sensitive	data	(Improved	Security):	Each	department	is	isolated.	If	someone	in	Sales	tries	to	access	HR	systems,	subnet	restrictions	block	them.Key	Concepts	in	SubnettingIP	AddressingAn	IP	address	is	made	up	of	different	parts,	each	serving	a	specific	purpose	in	identifying	a	device	on	a	network.	An	IPv4	address	consists	of	four	parts	called	"octets,"	separated	by	dots	(e.g.,	192.168.1.1).	It	has	two	main	sections:Network	Portion:	Identifies	the	network	the	device	belongs	to.Host	Portion:	Uniquely	identifies	a	device	within
the	network.IPv4	addresses	are	divided	into	classes	based	on	the	length	of	the	network	and	host	portions:Class	A:	8-bit	network	ID,	24-bit	host	ID.Class	B:	16-bit	network	ID,	16-bit	host	ID.Class	C:	24-bit	network	ID,	8-bit	host	ID.	For	more	details,	refer	to	Classful	IP	Addressing.What	is	a	Subnet	Mask?A	subnet	mask	is	a	32-bit	number	used	in	IP	addressing	to	separate	the	network	portion	of	an	IP	address	from	the	host	portion.	It	helps	computers	and	devices	determine	which	part	of	an	IP	address	refers	to	the	network	they	are	present,	and	which	part	refers	to
their	specific	location	or	address	within	that	network.CIDR	Notation:	A	Simplified	Approach	to	SubnettingInstead	of	using	a	long	subnet	mask	(e.g.,	255.255.255.0),	CIDR	uses	a	simple	format	like	/24.	The	number	after	the	slash	(/n)	represents	the	number	of	bits	used	for	the	network	portion	of	the	IP	address.How	Subnetting	Works?The	working	of	subnets	starts	in	such	a	way	that	firstly	it	divides	the	subnets	into	smaller	subnets.	For	communicating	between	subnets,	routers	are	used.	Each	subnet	allows	its	linked	devices	to	communicate	with	each	other.
Subnetting	for	a	network	should	be	done	in	such	a	way	that	it	does	not	affect	the	network	bits.In	class	C	the	first	3	octets	are	network	bits	so	it	remains	as	it	is.	For	Subnet-1:	The	first	bit	which	is	chosen	from	the	host	id	part	is	zero	and	the	range	will	be	from	(193.1.2.00000000	till	you	get	all	1's	in	the	host	ID	part	i.e,	193.1.2.01111111)	except	for	the	first	bit	which	is	chosen	zero	for	subnet	id	part.	Thus,	the	range	of	subnet	1	is:	193.1.2.0	to	193.1.2.127	Subnet	id	of	Subnet-1	is	:	193.1.2.0The	direct	Broadcast	id	of	Subnet-1	is:	193.1.2.127The	total	number	of
hosts	possible	is:	126	(Out	of	128,	2	id's	are	used	for	Subnet	id	&	Direct	Broadcast	id)The	subnet	mask	of	Subnet-	1	is:	255.255.255.128For	Subnet-2:	The	first	bit	chosen	from	the	host	id	part	is	one	and	the	range	will	be	from	(193.1.2.100000000	till	you	get	all	1's	in	the	host	ID	part	i.e,	193.1.2.11111111).Thus,	the	range	of	subnet-2	is:	193.1.2.128	to	193.1.2.255	Subnet	id	of	Subnet-2	is	:	193.1.2.128The	direct	Broadcast	id	of	Subnet-2	is:	193.1.2.255The	total	number	of	hosts	possible	is:	126	(Out	of	128,	2	id's	are	used	for	Subnet	id	&	Direct	Broadcast	id)The
subnet	mask	of	Subnet-	2	is:	255.255.255.128The	best	way	to	find	out	the	subnet	mask	of	a	subnet	is	to	set	the	fixed	bit	of	host-id	to	1	and	the	rest	to	0.Finally,	after	using	the	subnetting	the	total	number	of	usable	hosts	is	reduced	from	254	to	252.	Note:	To	divide	a	network	into	four	(2	2	)	parts	you	need	to	choose	two	bits	from	the	host	id	part	for	each	subnet	i.e,	(00,	01,	10,	11).	To	divide	a	network	into	eight	(2	3	)	parts	you	need	to	choose	three	bits	from	the	host	id	part	for	each	subnet	i.e,	(000,	001,	010,	011,	100,	101,	110,	111)	and	so	on.	We	can	say	that	if
the	total	number	of	subnets	in	a	network	increases	the	total	number	of	usable	hosts	decreases.	The	network	can	be	divided	into	two	parts:	To	divide	a	network	into	two	parts,	you	need	to	choose	one	bit	for	each	Subnet	from	the	host	ID	part.In	the	above	diagram,	there	are	two	Subnets.	Note:	It	is	a	class	C	IP	so,	there	are	24	bits	in	the	network	id	part	and	8	bits	in	the	host	id	part.Example	1:	An	organization	is	assigned	a	class	C	network	address	of	201.35.2.0.	It	uses	a	netmask	of	255.255.255.192	to	divide	this	into	sub-networks.	Which	of	the	following	is/are
valid	host	IP	addresses?	201.35.2.129	201.35.2.191	201.35.2.255	Both	(A)	and	(C)	Solution:Converting	the	last	octet	of	the	netmask	into	the	binary	form:	255.255.255.11000000Converting	the	last	octet	of	option	1	into	the	binary	form:	201.35.2.10000001Converting	the	last	octet	of	option	2	into	the	binary	form:	201.35.2.10111111Converting	the	last	octet	of	option	3	into	the	binary	form:	201.35.2.11111111From	the	above,	we	see	that	Options	2	and	3	are	not	valid	host	IP	addresses	(as	they	are	broadcast	addresses	of	a	subnetwork),	and	OPTION	1	is	not	a
broadcast	address	and	it	can	be	assigned	to	a	host	IP.Example	2:		An	organization	has	a	class	C	network	address	of	201.32.64.0.	It	uses	a	subnet	mask	of	255.255.255.248.	Which	of	the	following	is	NOT	a	valid	broadcast	address	for	any	subnetworks?	201.32.64.135	201.32.64.240	201.32.64.207	201.32.64.231	Solution:Converting	the	last	octet	of	the	netmask	into	the	binary	form:	255.255.255.11111000Converting	the	last	octet	of	option	1	into	the	binary	form:	201.32.64.10000111Converting	the	last	octet	of	option	2	into	the	binary	form:
201.32.64.11110000Converting	the	last	octet	of	option	3	into	the	binary	form:	201.32.64.11001111Converting	the	last	octet	of	option	4	into	the	binary	form:	201.32.64.11100111From	the	above,	we	can	see	that	in	OPTION	1,	3,	and	4,	all	the	host	bits	are	1	and	give	the	valid	broadcast	address	of	subnetworks.and	OPTION	2,	the	last	three	bits	of	the	Host	address	are	not	1	therefore	it's	not	a	valid	broadcast	address.Advantages	of	SubnettingIt	provides	security	to	one	network	from	another	network.	For	example:	In	an	Organization,	the	code	of	the	Developer
department	must	not	be	accessed	by	another	department.	It	may	be	possible	that	a	particular	subnet	might	need	higher	network	priority	than	others.	For	example,	a	Sales	department	needs	to	host	webcasts	or	video	conferences.	In	the	case	of	Small	networks,	maintenance	is	easy.	Disadvantages	of	SubnettingIn	the	case	of	a	single	network,	only	three	steps	are	required	to	reach	a	Process	i.e	Source	Host	to	Destination	Network,	Destination	Network	to	Destination	Host,	and	then	Destination	Host	to	Process.	In	the	case	of	a	Single	Network	only	two	IP
addresses	are	wasted	to	represent	Network	Id	and	Broadcast	address	but	in	the	case	of	Subnetting	two	IP	addresses	are	wasted	for	each	Subnet.	The	cost	of	the	overall	Network	also	increases.	Subnetting	requires	internal	routers,	Switches,	Hubs,	Bridges,	etc.	which	are	very	costly.		To	learn	all	the	basic	to	advanced	subnetting	concepts,	refer	to	Subnet	Mask	Cheat	Sheet.	Introduction	to	Subnetting	More	on	Subnetting	and	CIDR	in	CN	More	on	Subnetting	in	CN	Computer	Network	Tutorial	Basics	of	Computer	Networking	Types	of	Computer	Networks
Introduction	to	Internet	Types	of	Network	Topology	Network	Devices	What	is	OSI	Model?	-	Layers	of	OSI	Model	TCP/IP	Model	Difference	Between	OSI	Model	and	TCP/IP	Model	Physical	Layer	in	OSI	Model	Types	of	Network	Topology	Transmission	Modes	in	Computer	Networks	(Simplex,	Half-Duplex	and	Full-Duplex)	Types	of	Transmission	Media	Data	Link	Layer	in	OSI	Model	What	is	Switching?	Virtual	LAN	(VLAN)	Framing	in	Data	Link	Layer	Error	Control	in	Data	Link	Layer	Flow	Control	in	Data	Link	Layer	Piggybacking	in	Computer	Networks	Network
Layer	in	OSI	Model	Introduction	of	Classful	IP	Addressing	Classless	Addressing	in	IP	Addressing	What	is	an	IP	Address?	IPv4	Datagram	Header	Difference	Between	IPv4	and	IPv6	Difference	between	Private	and	Public	IP	addresses	Introduction	To	Subnetting	What	is	Routing?	Network	Layer	Protocols	Session	Layer	in	OSI	model	Presentation	Layer	in	OSI	model	Secure	Socket	Layer	(SSL)	PPTP	Full	Form	-	Point-to-Point	Tunneling	Protocol	Multipurpose	Internet	Mail	Extension	(MIME)	Protocol	Application	Layer	in	OSI	Model	Client-Server	Model	World	Wide
Web	(WWW)	Introduction	to	Electronic	Mail	What	is	a	Content	Distribution	Network	and	how	does	it	work?	Protocols	in	Application	Layer	What	is	Network	Security?	Computer	Network	|	Quality	of	Service	and	Multimedia	Authentication	in	Computer	Network	Encryption,	Its	Algorithms	And	Its	Future	Introduction	of	Firewall	in	Computer	Network	MAC	Filtering	in	Computer	Network	Wi-Fi	Standards	Explained	What	is	Bluetooth?	Generations	of	wireless	communication	Cloud	Networking	Top	50	Plus	Networking	Interview	Questions	and	Answers	for	2024	Top
50	TCP/IP	Interview	Questions	and	Answers	2025	Top	50	IP	Addressing	Interview	Questions	and	Answers	Last	Minute	Notes	for	Computer	Networks	Computer	Network	-	Cheat	Sheet	Share	—	copy	and	redistribute	the	material	in	any	medium	or	format	for	any	purpose,	even	commercially.	Adapt	—	remix,	transform,	and	build	upon	the	material	for	any	purpose,	even	commercially.	The	licensor	cannot	revoke	these	freedoms	as	long	as	you	follow	the	license	terms.	Attribution	—	You	must	give	appropriate	credit	,	provide	a	link	to	the	license,	and	indicate	if
changes	were	made	.	You	may	do	so	in	any	reasonable	manner,	but	not	in	any	way	that	suggests	the	licensor	endorses	you	or	your	use.	ShareAlike	—	If	you	remix,	transform,	or	build	upon	the	material,	you	must	distribute	your	contributions	under	the	same	license	as	the	original.	No	additional	restrictions	—	You	may	not	apply	legal	terms	or	technological	measures	that	legally	restrict	others	from	doing	anything	the	license	permits.	You	do	not	have	to	comply	with	the	license	for	elements	of	the	material	in	the	public	domain	or	where	your	use	is	permitted	by	an
applicable	exception	or	limitation	.	No	warranties	are	given.	The	license	may	not	give	you	all	of	the	permissions	necessary	for	your	intended	use.	For	example,	other	rights	such	as	publicity,	privacy,	or	moral	rights	may	limit	how	you	use	the	material.	With	the	advancement	of	technology	and	to	meet	the	demand	for	the	increase	in	IP	addresses	in	the	IT	industry	as	well	as	to	satisfy	the	personal	requirement.	To	overcome	this	situation	of	assigning	IP	addresses	to	each	device	in	a	network,	the	concept	of	subnetting	was	introduced.		The	process	of	dividing	IP
addresses	into	smaller	subunits	that	can	later	be	assigned	to	multiple	network	devices	in	a	network	is	referred	to	as	subnetting.	In	this	tutorial	titled	‘what	is	subnetting?’,	you	will	learn	about	various	parts	of	subnetting	in	a	comprehensive	manner.	The	need	for	applying	the	concept	of	subnetting	is	to	provide	an	alternate	way	to	prevent	the	wastage	of	IP	addresses.	Then	dividing	an	IP	address	into	multiple	smaller	units	that	can	work	as	a	separate	network	unit	known	as	subnet,	in	the	host	network	is	known	as	the	subnetting	process.	Subnetting	allows	the
network	to	avoid	frequent	traffic	problems	that	occur	in	the	channel,	resulting	in	smooth	transmission	of	information	in	the	network.	The	smaller	network	units,	also	known	as	subnets,	can	be	individually	configured	according	to	the	user's	requirements.	As	you	further	go	into	the	tutorial	on	‘what	is	subnetting?’,	you	will	see	the	need	to	use	the	subnetting	process.	Every	company	requires	an	efficient	way	of	designing	their	network	channel	for	smooth	and	error-free	data	transmission	over	the	network	channel.	To	overcome	this	problem	of	excessive	use	of
network	IDs,	the	concept	of	subnetting	is	applied	in	the	system.	To	understand	this,	take	a	look	at	some	of	the	reasons	for	using	subnetting:	Sub-network:	The	most	basic	reason	to	apply	subnetting	is	that	it	efficiently	distributes	an	IP	address	into	smaller	subunits,	according	to	the	need	of	the	network.	Increased	Security:	Subnetting	makes	it	easier	in	establishing	security	units	over	the	network	channel	to	avoid	data	breaches.	Helps	to	prevent	wastage	of	IP	addresses.	Allows	better	communication	between	each	subnetwork	in	the	channel.	Next,	in	the	‘what	is
subnetting?’	tutorial,	you	will	look	into	the	work	process	of	the	subnetting	concept.	The	process	of	subnetting	involves	breaking	down	an	IP	address	into	smaller	units	that	can	be	assigned	to	individual	network	units	within	the	original	network.	This	is	done	by	using	various	techniques.		Subnetting	divides	an	IP	address	into	two	parts,	namely	network	address	and	host	address.	Then,	using	the	subnet	mask	technique,	you	can	further	divide	the	divided	address	into	units	and	assign	them	to	various	devices	in	a	network.	Taking	the	example	of	an	IP	address	with
/24	subnet	mask	can	be	divided	into	two	sub-networks	of	/25.	In	the	next	part	of	the	tutorial	‘what	is	subnetting?’	you	will	understand	the	important	characteristics	of	subnetting.	To	design	a	subnetwork,	some	features	are	required	to	be	understood	properly	which	are:	Network	ID:	It	is	the	first	IP	address	in	each	Sub-Network	in	the	main	network	ID.		Broadcast	ID:	This	feature	represents	the	last	IP	address	in	each	Sub-Network	in	the	network	ID.		First	Host	ID:	The	next	IP	address	after	the	Network	ID	is	represented	by	the	First	Host	ID.	Last	Host	ID:	The	IP
address	right	before	the	Broadcast	ID	is	represented	as	Last	Host	ID.	Next	Network:	This	feature	assigns	the	Network	ID	for	the	next	sub-network.		#	IP	Addresses:	This	feature	represents	the	total	number	of	IP	addresses	in	the	sub-network.	To	better	understand	the	above	characteristics,	you	can	refer	to	this	example,	In	this	tutorial	on	what	is	subnetting?’	you	looked	into	the	need	of	applying	subnetting	and	its	working	process	in	the	network.	Then	in	the	next	section,	you	will	look	into	some	drawbacks	of	applying	concept	subnetting.	Using	subnetting	to
design	your	network	channel	does	not	always	prove	to	be	efficient;	in	some	cases,	it	may	affect	the	overall	communication	channel	of	the	network,	so	you	should	always	remember	the	below-mentioned	points	when	applying	subnetting	in	the	network:	Complex	Connections:	With	the	increase	in	the	no.	of	sub-networks,	the	complexity	of	the	network	also	increases	several-fold.	This	makes	maintaining	and	troubleshooting	the	errors	in	the	network.	Unused	IP	address:	This	problem	arises	as	the	sub-network	is	needed	with	sufficient	IP	addresses,	but	due	to	class
addressing,	many	addresses	remain	unused.	Hardware	Requirement:	The	communication	between	sub-network	is	efficient	only	with	the	involvement	of	proper	hardware	devices	(router,	switch,	etc.),	which	are	needed	to	share	continuous	data	exchange.	Conclusion	In	this	tutorial	on	‘what	is	subnetting?’,	you	understood	that	through	the	subnetting	concept,	you	could	efficiently	divide	an	IP	address	into	smaller	units,	known	as	sub-networks.	These	sub-networks	are	interconnected	through	the	subnet,	which	provides	efficient	network	connectivity	and	increases
the	security	level	against	cyber	attacks.	To	further	understand	this	topic	of	subnetting,	along	with	the	other	important	network	concepts,	you	can	refer	to	Simplilearn’s	Cyber	Security	Expert	course.	This	will	make	you	adept	at	using	network	concepts	and	their	numerous	applications	in	cyber	security,	hacking,	and	other	related	posts.	Do	you	have	any	questions	related	to	this	tutorial	on	‘what	is	subnetting?’.	If	yes,	feel	free	to	mention	them	in	the	comments	section	at	the	bottom	of	this	page.	Our	team	will	help	you	solve	your	queries	ASAP.Page	2	With	the	term
5G	gaining	its	popularity	today,	it	is	imperative	that	you	understand	what	5G	is	all	about	and	how	it	works.	In	this	tutorial	on	what	is	5G,	you	will	take	a	walk	through	the	previous	generations	of	mobile	networks	and	how	5G	is	different	from	them.	Now,	go	ahead	and	begin	this	tutorial	and	understand	the	5G	revolution.	Evolution	of	5G	Introduction	to	5G	Back	in	the	'80,	phones	were	bulky	and	provided	voice	calls	with	the	help	of	first-generation	technology,	i.e.,	1G.	For	businesses	at	that	time,	1G	was	more	than	sufficient.	There	were	phones	with	higher	speed
and	services	like	text	messaging	and	multimedia	messaging	services	in	a	decade.	This	was	referred	to	as	2G.	After	two	decades,	the	world	was	introduced	to	smartphones	with	good	data	transmission	speed.	This	technology	was	called	3G.	With	3G	in	the	market,	businesses	benefited	a	lot	more	than	before.	In	the	late	2000s,	online	business	became	necessary	with	the	internet	booming.	Then	came	the	successor	to	3G,	4G.	This	next	generation	of	wireless	technology	boasted	better	multimedia	services,	higher	speed,	and	more	security.		However,	with	the
enormous	data	generated	worldwide,	a	faster	and	more	reliable	network	connection	that	could	use	business	data	and	sync	the	machine,	tools,	and	people	to	raise	production	and	deliver	a	better	customer	experience	was	the	need	of	the	hour.	That's	when	the	world	was	introduced	to	5G.	Now,	you	will	look	into	what	5G	is	and	how	it	works.			What	Is	5G	and	How	Does	It	Work?	5G	can	operate	as	much	as	ten	times	faster	than	4G,	reaching	a	peak	speed	of	20	GB	per	second.	5G	can	transform	business	by	using	robotics	and	AI.	Any	information	that	you	send	or
receive	in	a	network	is	carried	through	the	air	with	the	help	of	radio	frequencies.	5G	operates	similarly;	however,	it	uses	higher	radio	frequencies	to	carry	more	information	faster.	The	beauty	of	5G	that	he	discovered	was	that	5G	utilizes	multiple	input	and	output	antennas	to	avoid	physical	objects	like	buildings	and	trees	coming	in	the	way	of	communication.			5G	consists	of	2	main	components,	the	Radio	Access	Network	and	the	Core	Network:	The	Radio	Access	Network	includes	small	cells,	macrocells,	towers,	and	home	systems	connecting	users	and	devices
to	the	Core	Network.		Macro	Cells	use	multiple	input	and	output	antennas	to	send	and	receive	large	volumes	of	data	simultaneously,	and	Small	Cells	complement	these	Macro	Cells.		Meanwhile,	the	Core	Network	of	5G	manages	all	the	internet	and	data	connections.	The	core	network	is	designed	to	integrate	with	the	internet	much	more	efficiently.	The	core	manages	the	advanced	features	of	5G,	like	network	function	virtualization	and	network	slicing.		Network	slicing	is	a	wise	way	of	cutting	the	network	into	several	slices	for	a	specific	business	or	industry.	For
example,	emergency	services	can	work	independently	from	virtual	reality	or	a	business	on	a	network	slice.	All	these	nitty-gritty	benefits	of	5G	allow	interactive	and	hassle-free	business	online.	Now	that	you	learned	what	5G	is,	it’s	time	to	look	at	the	future	of	5G.	Advantages	of	5G	With	5G	set	to	revolutionize	your	daily	life,	here	are	the	top	advantages	5G	can	provide:	Cloud	Connection:	5G	network	will	make	communication	faster	and	easier	with	cloud	platforms	such	as	Amazon	Web	Services,	Microsoft	Azure,	and	GCP.	Negligible	Latency:	It	is	predicted	that
5G	will	help	reduce	latency	significantly	from	50	milliseconds	to	just	1	millisecond.	Superfast	Mobile	Connection:	5G’s	high	bandwidth	and	hyper-fast	speeds	will	elevate	services	like	HD	video	streaming,	virtual	reality,	and	augmented	reality,	and	enable	mobile	device	users	to	stay	connected	like	never	before.	Driving	Innovation:	5G	technology	is	the	best	choice	for	connecting	several	devices	including	smartphones,	computers,	drones,	and	sensors.		Future	of	5G	5G	provides	several	applications	and	opportunities	across	different	sectors.	A	few	of	them	are
listed	below:	5G	will	enable	connecting	more	IoT	devices	and	less	latency	than	4G.		With	the	advancement	of	5G,	remote	care	and	remote	surgery	will	be	an	incredible	sight	to	witness.		5G	also	can	revolutionize	public	safety.		The	gaming	market	will	also	further	expand	with	the	advancement	in	5G.		5G	will	accelerate	the	development	of	autonomous	driving	vehicles.	Connected	cars	and	automotive	solutions	can	contribute	to	safer	roads	and	save	human	lives.	5G	deployment	is	preventing	companies	from	going	out	of	business.	Going	by	the	current	reports,
Samsung	and	Qualcomm	have	achieved	yet	another	5G	download	speed	milestone,	reaching	8.08Gbps.	Companies	like	Apple	and	Xiaomi	are	readily	rolling	out	5G	phones.	According	to	Statista,	in	2022,	they	expect	5G	subscriptions	to	pass	one	billion,	showing	how	5G	will	play	a	key	role	in	the	years	to	come.		5G	FAQs	1.	How	much	does	5G	cost?	5G	doesn’t	contain	a	price	tag	yet.	5G	aims	to	lower	the	cost-per-bit	data	cost	compared	to	4G	LTE,	by	leveraging	a	new	and	wider	spectrum	in	higher	bands	including	the	mmWave	range.	Mobile	operators	could
continue	to	offer	unlimited	data	plans	even	with	increasing	data	consumption.	2.	Will	a	5G	phone	work	where	5G	service	is	limited?	The	current	5G	phones	are	backward	compatible.	This	means	they	are	capable	of	functioning	on	previous	generation	networks	outside	of	5G	coverage	areas.	3.	Will	5G	work	on	existing	mobile	phones	built	for	3G	or	4G?	No,	you	need	a	purchase	a	5G	device	to	make	use	of	the	5G	network.	4.	What	business	sectors	will	5G	impact	the	most?	As	discussed	above,	5G	will	have	a	tremendous	influence	on	our	lives.	It	is	expected	to	have
a	great	impact	on	Healthcare,	Automobile,	Technology,	and	Manufacturing	sectors.		5.	Will	5G	Replace	4G?	5G	won’t	be	replacing	4G	entirely	anytime	soon.	It	could	be	several	years	before	4G	vanishes	completely.	Specifically	in	rural	areas,	where	the	cost	of	deployment	could	be	really	high	and	the	need	for	low	latency	isn’t	so	crucial.	Advance	your	career	as	a	MEAN	stack	developer	with	the	Full	Stack	Web	Developer	-	MEAN	Stack	Master's	Program.	Enroll	now!	Conclusion	Through	this	tutorial	on	what	is	5G	and	how	does	it	work,	you	have	received	an
introduction	to	5G,	what	5G	is,	its	working,	and	the	importance	of	5G	in	today's	times.	New	products	and	apps	are	introduced	every	day,	and	there	are	several	programming	languages	and	frameworks	utilized	in	software	development.		So	if	you	wish	to	understand	the	foundation	of	interactive	application	development,	then	Simplilearn's	Post-Graduate	Program	in	Full	Stack	Web	Development	will	benefit	you.	It	is	offered	in	collaboration	with	the	world-renowned	Caltech	CTME;	this	boot	camp	program	can	help	you	learn	the	necessary	skills	and	improve	your
odds	of	becoming	a	software	developer.	So,	go	ahead	and	start	learning	today!	Do	you	have	any	questions	regarding	this	tutorial	on	5G?	If	yes,	please	feel	free	to	mention	them	in	the	comments	section,	and	we	will	be	happy	to	answer	them.	An	IP	address	identifies	a	device	or	network	on	the	internet.	Larger	organizations	often	segment	their	internal	networks	for	administrative,	security,	or	performance	reasons.	Instead	of	managing	multiple	separate	IP	address	blocks,	they	create	smaller	internal	networks,	called	subnets,	within	their	existing	IP	address
range.	In	this	article,	find	out	how	subnetting	works,	how	to	implement	it,	and	what	advantages	it	brings	to	your	organization.	Subnets	(subnetworks)	are	subdivisions	of	a	larger	IP	network.	Since	each	subnet	has	a	unique	identifier	within	the	broader	network	address	space,	organizations	use	them	to	divide	existing	IP	address	blocks	into	smaller	internal	networks	and	separate	devices	into	distinct	logical	groups.	Devices	within	the	same	subnet	can	communicate	directly,	while	communication	across	subnets	requires	a	router.	A	subnet	is	identified	by	the	IP
address	and	a	subnet	mask	or	Classless	Inter-Domain	Routing	(CIDR)	prefix.	Devices	use	this	information	to	determine	which	part	of	an	address	represents	the	network	and	which	part	identifies	the	individual	device.	The	example	below	shows	how	the	IP	address	192.168.2.16	is	interpreted	when	used	with	a	/24	CIDR	prefix:	IP	Address192.168.2.16/24Network	Portion192.168.2	(first	24	bits)Host	ID16	(last	8	bits)CIDR	(subnet	mask)/24	(255.255.255.0)Subnet	Range192.168.2.0	-	192.168.2.255	The	CIDR	prefix	/24	tells	the	device	that	the	first	24	bits	of	the	IP
address	represent	the	network	portion,	and	the	remaining	8	bits	represent	the	portion	of	the	IP	address	that	uniquely	identifies	that	device/host	within	a	subnet.	By	adjusting	the	prefix	length,	you	control	how	many	bits	to	allocate	to	the	network	versus	the	host.	This	determines	how	many	hosts	each	subnet	can	support.	The	difference	between	a	subnet,	subnet	mask,	and	CIDR	prefix	can	confuse	those	who	are	new	to	networking.	The	following	table	explains	the	roles	more	closely:	TermDefinitionUsageExampleSubnetA	logical	subdivision	of	a	larger	IP
network.Grouping	devices	into	smaller	isolated	segments	within	a	wider	internal	network.Separate	subnets	for	different	departments	in	a	company.	For	example,	a	subnet	for	devices	in	the	finance	or	HR	department.Subnet	MaskA	32-bit	binary	number	(for	example	255.255.255.0)	used	alongside	an	IP	address	to	determine	which	part	of	the	IP	address	identifies	the	network	and	which	part	identifies	the	device	within	a	subnet.Devices	perform	a	bitwise	AND	operation	on	their	IP	and	subnet	mask	to	calculate	their	network	address.	This	helps	them	determine	if
the	destination	is	on	the	same	subnet	or	if	it	should	be	routed	through	a	gateway/router.IP	Address:	192.168.1.5Subnet	Mask:	255.255.255.0The	sending	device	calculates	its	network	address	192.168.1.0	from	the	IP	address	and	subnet	mask.CIDR	PrefixA	shorthand	way	to	write	subnet	masks	using	a	slash	notation,	such	as	/24.Specifies	how	many	leading	bits	are	used	for	the	network	portion	and	how	many	for	the	host/device	ID.	(e.g.	/24	=	24	bits).Allows	for	classless	and	more	flexible	IP	address	allocation	and	subnetting	in	IPv4	and	IPv6.The	sending	device
interprets	192.168.1.5/24	as:	IP	192.168.1.5	with	the	subnet	mask	255.255.255.0.The	sending	device	calculates	its	network	address	as	192.168.1.0.	Subnetting	is	the	process	of	dividing	a	larger	IP	network	into	subnets.	It	is	a	network	design	strategy	for	managing	IP	address	space	more	efficiently	by	creating	multiple	internal	networks	from	a	single	IP	address	block	using	CIDR	(Classless	Inter-Domain	Routing)	and	subnet	masks.	These	internal	segments	remain	invisible	to	external	networks.	The	entire	subnetted	structure	appears	as	a	unified	network	from
the	outside.	This	means	subnetting	can	be	applied	within	the	same	physical	infrastructure	without	affecting	global	internet	routing.	Subnetting	can	control	and	isolate	data	flows	between	departments,	geographic	locations,	or	services.	Communication	relies	on	routers	or	Layer	3	switches	to	direct	traffic	between	subnets.	After	you	set	up	a	subnet,	the	sending	device	within	a	subnet	uses	its	IP	address	and	subnet	mask	to	deliver	a	network	packet	to	another	device.	The	process	looks	like	the	following:	1.	The	device	that	wants	to	send	data	performs	a	bitwise
AND	operation	using	its	own	IP	address	and	subnet	mask	to	calculate	its	network	address.	2.	Then	it	executes	a	second	bitwise	AND	operation	using	the	same	subnet	mask	and	the	destination	IP	address	to	calculate	the	destination's	network	address.	3.	If	the	two	network	addresses	match,	the	packet	is	sent	directly.	If	the	network	addresses	do	not	match,	the	packet	travels	to	the	sending	device's	default	gateway/router.	4.	The	router	receives	the	packet	and	consults	its	routing	table.	The	routing	table	contains	destination	network	addresses,	their	associated
subnet	masks	or	CIDR	prefixes,	and	the	next	hop	or	outgoing	interface.	5.	The	router	applies	subnet	masks	(or	CIDR	prefixes)	from	its	routing	table	to	determine	the	best	match	for	the	destination	IP.	6.	It	forwards	the	packet	through	the	corresponding	interface	toward	the	next	router	or	the	final	destination.	Calculating	the	network	address	depends	on	how	the	subnet	mask	divides	it	into	the	network	and	host	portions.	Historically,	this	was	done	using	IP	address	classes	with	default	subnet	masks	and	bit	boundaries.	Modern	networks	use	CIDR	notations	that
allow	for	more	flexible	subnetting.	In	early	IP	networking,	the	address	space	was	divided	into	predefined	IP	ranges	called	classes,	each	with	a	default	subnet	mask.	IP	address	classes	are	no	longer	widely	used	for	modern	network	design,	but	they	help	explain	default	masks	in	some	systems:	ClassFirst	Octet	RangeDefault	Subnet	MaskHosts	Per	NetworkUse	CaseA0–127255.0.0.016,777,214Very	large	organizations	(legacy).B128–191255.255.0.065,534Medium-sized	networks.C192–223255.255.255.0254Small	business	and	home	networks.D224–
239N/AN/AReserved	for	multicast.E240–255N/AN/AReserved	for	experimental	use.	Modern	networking	uses	CIDR	instead	of	fixed	classes	because	it	lets	administrators	divide	IP	address	blocks	into	subnets	of	different	sizes.	CIDR	uses	prefix	notation,	such	as	/24,	to	indicate	how	many	bits	of	an	IP	address	are	used	for	the	network	portion.	By	adjusting	the	prefix,	administrators	can	control	the	number	of	subnets	and	the	number	of	hosts	in	each	subnet.	The	notation	consists	of	an	IP	address	followed	by	a	slash	and	the	number	of	bits	used	for	the	network	ID.
For	example,	192.168.1.1/24	states	that	the	first	24	bits	represent	the	network	address,	and	the	remaining	8	bits	represent	host	addresses.	This	structure	matches	the	traditional	Class	C	network	scheme.	Changing	the	prefix	to	/22	allocates	22	bits	to	the	network	address	and	leaves	10	bits	for	host	addresses.	This	means	there	are	fewer	networks,	but	that	up	to	1022	hosts	can	be	attached	per	subnet	(compared	to	255	in	a	/24).	The	following	table	provides	an	overview	of	the	most	commonly	used	CIDR	notations	and	corresponding	subnet	masks:	CIDRSubnet
Mask	(Decimal)Usable	HostsUse	Case/8255.0.0.016,777,214Very	large	organizations	(legacy	Class	A)./16255.255.0.065,534Large	internal	networks	(Class	B)./24255.255.255.0254Standard	LAN	(Class	C-style)./25255.255.255.128126Split	/24	in	half./26255.255.255.19262VLANs	or	office	segments./27255.255.255.22430Small	networks	or	labs./28255.255.255.24014Small	groups	of	devices./30255.255.255.2524Point-to-point	links	(routers)./32255.255.255.2551Single	host	(loopback,	firewall).	Note:	CIDR	also	supports	IPv6.	For	example,	the	address
2001:db8::/32	indicates	that	the	first	32	bits	represent	the	network	portion,	while	the	remaining	bits	identify	the	host.	Using	subnets	in	network	addressing	has	the	following	benefits:	Efficient	IP	address	organization.	Subnets	allow	you	to	structure	internal	networks	around	operational	requirements.	For	example,	a	company	with	multiple	locations	can	isolate	each	site	into	its	own	subnet	or	assign	separate	subnets	for	departments	or	divisions.	With	CIDR	prefixes,	network	admins	can	closely	match	subnet	sizes	to	the	number	of	required	hosts,	maximizing	IP
address	space	usage.	Isolation	and	security.	Subnets	help	isolate	devices	and	data	flows	into	smaller	logical	groups.	Traffic	intended	for	one	set	of	hosts	stays	within	its	subnet	and	does	not	broadcast	to	all	hosts	throughout	the	network.	The	containment	creates	an	additional	security	layer	and	reduces	the	attack	surface	significantly.	An	attacker	would	need	to	access	both	the	right	network	and	the	specific	subnet	of	a	target	device.	Lower	network	congestion.	Networked	devices	compete	for	time	on	the	network	when	sending	packets.	This	competition	can	lead
to	congestion	and	slower	packet	delivery	during	peak	traffic.	By	dividing	a	large	network	into	smaller	subnets,	you	reduce	the	number	of	devices	competing	for	bandwidth	on	any	one	segment	and	across	the	broader	network.	While	subnetting	has	many	advantages,	it	also	has	several	limitations:	Increased	latency	due	to	routing.	Devices	on	different	subnets	cannot	communicate	directly,	even	if	they	are	in	the	same	physical	location.	A	router	or	switch	must	be	configured	to	handle	inter-subnet	communication,	which	increases	infrastructure	costs	and	network
latency.	Requires	extensive	network	planning.	It	is	challenging	to	determine	how	many	hosts	to	allocate	per	subnet	while	also	accounting	for	future	growth,	potential	IP	conflicts,	and	changing	business	needs.	This	is	particularly	true	in	large	or	dynamic	environments.	Maintenance	overhead.	Managing	many	smaller	subnets	increases	complexity	and	can	make	it	more	difficult	to	configure,	monitor,	and	troubleshoot	network	settings.	As	the	network	grows,	hiring	additional	staff	to	maintain	routing,	manage	DHCP	scopes,	and	configure	firewall	rules	for	each
subnet	may	be	necessary.	Potentially	wasted	IP	space.	In	the	legacy	class-based	system,	moving	from	a	Class	C	to	a	Class	B	network	would	add	over	65,000	usable	IPs,	even	if	you	only	need	an	additional	10.	CIDR	has	mostly	solved	this	issue	by	allowing	more	granular	subnet	sizing,	but	inefficient	allocation	is	still	a	real	problem,	especially	with	poor	planning.	To	create	a	subnet,	you	need	to:	1.	Define	network	requirements	by	calculating	how	many	subnets	you	need,	the	number	of	hosts	per	subnet,	and	whether	you	are	working	with	IPv4	or	IPv6	addresses.	2.
Select	an	IP	Address	block	based	on	those	requirements.	Choose	a	slightly	larger	block	than	the	one	calculated.	For	example:	192.168.10.0/24	-	Up	to	254	hosts,	sufficient	for	a	small	office	or	branch.	192.168.0.0/22	-	Up	to	1,022	hosts,	enough	for	multiple	departments	in	a	medium-sized	office.	10.10.0.0/16	-	A	larger	internal	network	that	can	be	deployed	across	multiple	sites	or	departments.	2001:db8:100::/48	-	A	delegated	IPv6	block	for	use	in	a	lab	or	testing	environment.	3.	Based	on	the	number	of	hosts	needed,	choose	a	CIDR	prefix	(or	subnet	mask):	/26	-
62	usable	IPs,	can	be	used	for	small	VLANs	(e.g.,	printers,	VoIP	phones).	/25	-	126	usable	IPs,	which	may	be	sufficient	for	a	small	team	or	department.	/24	-	254	usable	IPs,	a	standard	LAN	setup	for	an	office	branch.	/22	-	1,022	usable	IPs	for	a	large	open-office	or	guest	Wi-Fi	environment.	/64	-	Standard	subnet	size	in	most	IPv6	deployments	4.	Calculate	the	subnet	ranges,	which	include	the	network	address,	broadcast	address	(if	using	IPv4),	usable	host	range,	and	total	number	of	addresses	per	block.	Note:	Use	a	subnet	calculator	to	avoid	errors.	They	can
assist	with	IPv4/IPv6	subnet	calculations	and	CIDR-to-mask	conversions.	5.	Distribute	the	subnets	to	your	organizational	units.	Keep	a	record	of	which	subnet	is	used	where,	including	DHCP	ranges,	gateway	addresses,	and	reserved	IPs.	6.	Assign	interface	IPs	from	the	appropriate	subnets,	update	routing	tables,	and	configure	DHCP	servers	on	routers,	switches,	and	firewalls.	After	configuring	the	network	and	related	devices,	test	the	setup	in	a	real-world	scenario	to	confirm	that	hosts	can	communicate,	and	that	routing	between	subnets	functions	correctly.
Conclusion	The	article	explained	how	subnets	work	and	how	to	use	them	to	control	traffic	flows,	reduce	network	congestion,	and	isolate	sensitive	systems.	During	troubleshooting,	network	administrators	often	check	subnet	settings	first.	Tools	like	Nmap	can	help	scan	multiple	hosts	and	subnets	simultaneously.	Was	this	article	helpful?	Devices	in	computer	networks	use	IP	addresses	to	identify	each	other.	An	IP	address	consists	of	two	addresses:	the	network	address	and	the	host	address.	Devices	having	the	same	network	address	can	communicate	directly.	A
subnet	is	a	group	of	devices	that	have	the	same	network	address.	If	required,	you	can	break	a	subnet	into	small	subnets.	Breaking	a	subnet	into	small	subnets	is	known	as	subnetting.	Subnetting	does	not	create	new	subnets.	It	breaks	existing	subnets	into	small	subnets.	We	use	subnetting	to	convert	a	large-sized	network	into	many	small-sized	manageable	networks.	For	example,	if	a	network	has	1000	devices,	you	can	divide	it	into	two	networks	having	500	devices	in	each	or	four	networks	having	250	devices	in	each.	Subnetting	components	Before	we	learn
how	subnetting	works,	we	need	to	understand	some	basic	terms	and	components.	These	are	IP	address,	network	address,	host	address,	IP	classes,	and	default	IP	subnets.	IP	address	An	IP	address	is	a	numeric	identity	of	a	device	on	a	computer	network.	IP	addresses	are	written	and	used	in	two	formats:	binary	and	decimal.	Devices	use	IP	addresses	only	in	binary.	Binary	is	complex.	It	uses	only	two	numbers	(0	and	1)	to	express	all	numbers,	letters,	and	symbols.	Humans	use	decimal	numbers.	Decimal	numbers	are	easy	to	use	and	remember.	For	example,	911
is	a	phone	number	used	to	contact	emergency	services	in	the	USA.	In	binary,	this	number	will	be	1110001111.	If	authorities	ask	you	to	choose	and	use	this	number	in	one	format,	which	will	you	pick?	Will	you	select	the	number	911	or	1110001111?	You	will	definitely	select	911.	It	is	much	easier	to	remember	and	use.	No	matter	which	format	you	select,	devices	always	process	this	number	in	binary.	If	you	choose	decimal	format,	devices	will	convert	the	number	into	binary	before	use.	The	same	thing	applies	to	IP	addresses.	We	write	and	use	them	in	decimal,
but	computers	and	other	networking	devices	process	them	in	binary.	They	convert	them	into	binary	before	use.	An	IP	address	consists	of	32	binary	bits.	It	organizes	binary	bits	into	four	sections.	It	keeps	8	bits	in	each.	It	uses	a	dot	as	a	separator.	The	8	bits	are	equal	to	1	byte.	We	can	also	say	an	IP	address	has	four	bytes	separated	by	dots.	From	8	binary	bits,	the	maximum	number	we	can	make	in	decimal	is	256.	Computers	start	counting	from	0.	Because	of	this,	each	section	in	an	IP	address	can	have	a	decimal	number	from	the	range	0	-255.	IP	classes	There
are	five	IP	classes.	The	decimal	number	in	the	first	section	indicates	the	IP	class.	Class	Value	range	in	the	first	section	First	address	Last	address	A	0-127	0.0.0.0	127.255.255.255	B	128-191	128.0.0.0	191.255.255.255	C	192-223	192.0.0.0	223.255.255.255	D	224-239	224.0.0.0	239.255.255.255	E	240-255	240.0.0.0	255.255.255.255	Network	address	and	host	address	An	IP	address	contains	two	addresses:	network	address	and	host	address.	Network	addresses	create	IP	subnets.	Host	addresses	provide	identities	to	devices.	We	can	use	only	the	IP	addresses	of
classes	A,	B,	and	C	to	create	IP	networks.	We	cannot	use	class	D	and	E's	IP	addresses.	They	are	reserved	for	various	functions	of	network	services	and	research,	respectively.	Classes	A,	B,	and	C	allocate	default	sections	for	network	and	host	addresses.	In	class	A,	the	first	section	is	the	network	address.	The	remaining	three	sections	are	the	host	address.	In	class	B,	the	first	and	second	sections	are	the	network	address.	The	third	and	fourth	sections	are	the	host	address.	In	class	C,	the	first	three	sections	are	the	network	address.	The	fourth	section	is	the	host
address.	Default	allocation	creates	default	IP	subnets	in	each	class.	The	following	table	lists	default	IP	subnets.	Class	Value	range	in	the	first	section	First	IP	subnet	Last	IP	subnet	A	0-127	0.0.0.0	127.0.0.0	B	128-191	128.0.0.0	191.0.0.0	C	192-223	192.0.0.0	223.0.0.0	Since	classes	D	and	E	are	not	available	for	network	addressing,	we	cannot	do	subnetting	in	these	classes.	Why	is	Subnetting	necessary?	The	major	problem	with	default	IP	subnets	is	that	they	are	not	well-optimized.	They	provide	more	IP	addresses	than	a	network	needs.	For	example,	a	class	A
subnet	provides	16777216	IP	addresses.	Practically	a	network	cannot	have	16777216	devices	in	a	single	network.	If	we	use	this	subnet	to	build	a	network,	all	the	unused	IP	addresses	will	waste.	Subnetting	solves	this	problem.	It	allows	us	to	create	subnets	of	our	requirements.	For	example,	we	can	break	a	class	A	subnet	into	65536	subnets	having	256	IP	addresses	in	each	subnet.	Key	points:-	Computers	and	networking	devices	use	IP	addresses	to	identify	each	other	on	a	computer	network.	There	are	five	IP	classes.	We	can	use	only	three	classes:	A,	B,	and	C,
to	provide	network	addressing.	An	IP	address	consists	of	two	addresses:	network	address	and	host	address.	Network	addresses	create	IP	subnets.	An	IP	subnet	is	a	group	of	devices	having	the	same	network	address.	Host	addresses	provide	a	unique	identity	to	devices	in	IP	subnets.	Default	IP	subnets	provide	more	IP	addresses	than	a	typical	network	needs.	Subnetting	allows	us	to	break	default	IP	subnets	into	small	subnets.	Subnetting	does	not	create	new	subnets.	It	breaks	the	existing	subnet	into	smaller	subnets.	A	Subnet	Mask	is	a	numerical	value	that
describes	a	computer	or	device's	how	to	divide	an	IP	address	into	two	parts:	the	network	portion	and	the	host	portion.	The	network	element	identifies	the	network	to	which	the	computer	belongs	and	the	host	part	identifies	the	unique	computer	on	that	network.	An	IP	address	is	made	up	of	four	digits	separated	by	dots,	for	example,	255.255.255.0	and	each	number	can	be	between	0	and	255,	with	higher	values	using	more	bits	for	the	network	and	lesser	values	for	the	host.	A	subnet	mask	allows	devices	on	the	same	network	or	across	networks	to	interact	with
each	other.	Every	system	has	a	unquine	IP	address.	In	this	Subnetting	Cheat	Sheet,	you'll	learn	all	the	basic	to	advanced	subnetting	concepts,	including	CIDR	notation,	and	IPv4	subnet	masks	ranging	from	XX.XX.XX.XX/0	to	XX.XX.XX.XX/32,	IPv4	wildcard	mask	values,	classification	of	IPv4	addresses	from	Class	A	to	Class	E,	and	more.Additionally,	In	this	Subnetting	Mask	Cheat	Sheet,	you	will	also	explore	private	IP	addresses,	special	IP	addresses,	and	bogon	IP	addresses,	further	enhancing	your	knowledge	of	network	addressing.Table	of	ContentSubnetting	is
the	technique	of	dividing	one	big	network	into	multiple	small	networks.	Subnet	makes	the	network	more	efficient	and	easy	to	maintain.	Subnets	provide	a	shorter	path	to	network	traffic	without	passing	through	unnecessary	routers	to	reach	their	destinations.Subnetting	makes	network	routing	much	more	efficient.Let's	assume	what	happens	when	there	is	no	subnetting	in	a	Large	network	that	has	a	million	devices	connected	to	them	and	they	have	their	unique	IP	Address.	Now,	what	happens	when	we	send	some	information	in	that	network	from	one	device	to
another?	In	that	case,	our	data/information	passes	through	most	of	the	unnecessary	routers	or	devices	until	they	find	a	destination	device.How	Does	Subnetting	Works?Now,	think	we	divided	the	same	network	into	smaller	subnetworks.	This	helps	make	the	routing	of	data	more	efficient.	Instead	of	searching	through	millions	of	devices	to	find	the	right	one,	routers	(check	if	the	destination	IP	address	falls	within	their	range	of	subnet	devices.	If	it	does,	they	route	the	packet	to	the	appropriate	device.	If	it	doesn't,	they	forward	the	packet	to	another	router)	can	use
something	called	a	subnet	mask	to	determine	which	subnetwork	a	device	belongs	to.What	is	Classful	Addressing	and	Classless	Addressing?In	Classful	Addressing,	we	divided	IPV4	Network	into	5	classes(Class	A,	Class	B,	Class	C,	Class	D,	Class	E)	of	fixed	length.	In	Classful	addressing	IP	addresses	are	allocated	according	to	the	classes-	A	to	E.	In	this	Scheme,	Network	ID	and	Host	ID	changes	depend	on	the	class.On	the	Other	Hand,	CIDR	or	Class	Inter-Domain	Routing	was	introduced	in	1993	to	replace	classful	addressing.	It	allows	the	user	to	use	VLSM	or
Variable	Length	Subnet	Masks.	So,	there	is	no	such	restriction	of	class	in	classless	addressing.	The	wastage	of	IP	addresses	has	been	improved	after	CIDR	Addressing.What	is	CIDR?CIDR	or	Class	Inter-Domain	Routing	allows	the	user	to	use	VLSM	or	Variable	Length	Subnet	Masks	in	order	to	make	IP	address	allocation	and	IP	routing	that	allows	more	efficient	use	of	IP	addresses.Rules	for	forming	CIDR	Blocks:All	IP	addresses	must	be	contiguous	or	sequential.(NID=network	ID	,	HID=host	ID)The	block	size	must	be	the	power	of	2	(2n).	If	the	size	of	the	block	is
the	power	of	2,	then	it	will	be	easy	to	divide	the	Network.	Finding	out	the	Block	Id	is	very	easy	if	the	block	size	is	of	the	power	of	2.	Example:	If	the	Block	size	is	25	then,	Host	Id	will	contain	5	bits	and	Network	will	contain	32	–	5	=	27	bits.The	first	IP	address	of	the	Block	must	be	evenly	divisible	by	the	size	of	the	block.	in	simple	words,	the	least	significant	part	should	always	start	with	zeroes	in	Host	Id.	Since	all	the	least	significant	bits	of	Host	Id	are	zero,	then	we	can	use	it	as	the	Block	Id	part.Example:	Let's	check	whether	the	IP	address	block	from
192.168.1.64	to	192.168.1.127	is	a	valid	IP	address	block	or	not?All	the	IP	addresses	in	the	block	are	contiguous.Total	number	of	IP	addresses	in	the	block	is	=	64	=	26The	first	IP	address	in	the	block	is	192.168.1.64.	We	can	observe	that	the	Host	ID	contains	the	last	6	bits,	and	in	this	case,	the	least	significant	6	bits	are	not	all	zeros.	Therefore,	the	first	IP	address	is	not	evenly	divisible	by	the	size	of	the	block.As	a	result,	this	block	does	not	satisfy	the	criteria	for	a	valid	IP	address	block,	and	therefore,	it	is	not	a	valid	IP	block.Working	on	IP	Address	BlockAn	IP
address	is	a	32-bit	unique	address	having	an	address	space	of	232.	The	IPv4	address	is	divided	into	two	parts:For	Example:-	IP	addresses	belonging	to	class	A	are	assigned	to	the	networks	that	contain	many	hosts.	The	network	ID	is	8	bits	long.The	host	ID	is	24	bits	long.The	higher-order	bit	of	the	first	octet	in	class	A	is	always	set	to	0.	The	remaining	7	bits	in	the	first	octet	are	used	to	determine	network	ID.	The	24	bits	of	host	ID	are	used	to	determine	the	host	in	any	network.	The	default	subnet	mask	for	Class	A	is	255.x.x.x.	Therefore,	class	A	has	a	total	of:2^7-
2=	126	network	ID(Here	2	address	is	subtracted	because	0.0.0.0	and	127.x.y.z	are	special	address.	)2^24	–	2	=	16,777,214	host	IDIP	addresses	belonging	to	class	A	range	from	1.x.x.x	–	126.x.x.xHow	to	Calculate	CIDR	Notation?Here,	step-by-step	you	can	calculate	the	CIDR	notation	of	any	IP	Address:Step	1:	First,	find	the	IP	address	and	the	subnet	mask.	Ex:-	194.10.12.1(IP	Address),	255.255.255.0	(Subnet	Mask)Step	2:	Convert	the	subnet	mask	to	binary.	(255.255.255.0	->	11111111.11111111.11111111.00000000)Step	3:	Count	the	number	of	consecutive
1s	in	the	binary	subnet	mask.(11111111.11111111.11111111)Step	4:	Determine	the	CIDR	prefix	length.(24'ones)Step	5:	Write	the	CIDR	notation.	(194.10.12.1/24)Here	in	the	below	charts,	we	will	see	pre-defined	subnet	masks,	followed	by	some	explanations	of	what	they	mean.CIDRSUBNET	MASKWILDCARD	MASK#	OF	IP	ADDRESSES#	OF	USABLE	IP
ADDRESSES/32255.255.255.2550.0.0.011/31255.255.255.2540.0.0.122*/30255.255.255.2520.0.0.342/29255.255.255.2480.0.0.786/28255.255.255.2400.0.0.151614/27255.255.255.2240.0.0.313230/26255.255.255.1920.0.0.636462/25255.255.255.1280.0.0.127128126/24255.255.255.00.0.0.255256254/23255.255.254.00.0.1.255512510/22255.255.252.00.0.3.25510241022/21255.255.248.00.0.7.25520482046/20255.255.240.00.0.15.25540964094/19255.255.224.00.0.31.25581928190/18255.255.192.00.0.63.25516,38416382/17255.255.128.00.0.127.25532,76832766/16255.255.0.00.0.255.25565,53665534/15255.254.0.00.1.255.255131,072131070/14255.252.0.00.3.255.255262,144262,142/13255.248.0.00.7.255.255524,288524,286/12255.240.0.00.15.255.2551,048,5761,048,574/11255.224.0.00.31.255.2552,097,1522,097,150/10255.192.0.00.63.255.2554,194,3044,194,302/9255.128.0.00.127.255.2558,388,6088,388,606/8255.0.0.00.255.255.25516,777,21616,777,214/7254.0.0.01.255.255.25533,554,43233,554,430/6252.0.0.03.255.255.25567,108,86467,108,862/5248.0.0.07.255.255.255134,217,728134,217,726/4240.0.0.015.255.255.255268,435,456268,435,454/3224.0.0.031.255.255.255536,870,912536,870,910/2192.0.0.063.255.255.2551,073,741,8241,073,741,822/1128.0.0.0127.255.255.2552,147,483,6482,147,483,646/00.0.0.0255.255.255.2554,294,967,2964,294,967,294Classification
of	IPV4	AddressIPv4	addresses	are	classified	into	five	classes:	A,	B,	C,	D,	and	E.	The	first	octet(8	bits)	of	an	IPv4	address	determines	the	class	of	the	address.Classification	of	IP	AddressesRangeNumber	of	BlocksRepresentation	in	the	subnet	maskClass	A0.0.0.0-127.255.255.255128255.0.0.0/8Class	B128.0.0.0-191.255.255.25516,384255.255.0.0/16Class	C192.0.0.0-223.255.255.2552,097,152255.255.255.0/24Class	D224.0.0.0-239.255.255.255n/an/aClass	E240.0.0.0-255.255.255.255n/an/aAnd	here's	a	table	of	the	decimal	to	binary	conversions	for	subnet	mask
and	wildcard	octets:SUBNET	MASKWILDCARD0000000002551111111112810000000127011111111921100000063001111112241110000031000111112401111000015000011112481111100070000011125211111100300000011254111111101000000125511111111000000000Reserved	IP	AddressReserved	IP	addresses	are	a	set	of	IP	addresses	that	are	not	assigned	to	any	specific	device	or	network.	Here	are	some	examples	of	reserved	IP	address	ranges:Reserved	IP	Addresses0.0.0.0/8This	network10.0.0.0/8Private	IPv4	Address	Block100.64.0.0/10Carrier-
grade	NAT127.0.0.0/8Loopback127.0.53.53Name	collision	occurrence169.254.0.0/16Link	local172.16.0.0/12Private	IPv4	Address	Block192.0.0.0/24IETF	protocol	assignments192.0.2.0/24TEST-NET-1192.168.0.0/16Private	IPv4	Address	Block198.18.0.0/15Network	benchmark	testing198.51.100.0/24TEST-NET-2255.255.255.255Limited	Broadcast	addressPrivate	IPv4	AddressesPrivate	IPv4	addresses	are	a	range	of	IP	addresses	that	are	not	routable	on	the	public	internet.	They	are	reserved	for	use	within	private	networks,	such	as	homes,	businesses,	and
organizations.	The	range	of	private	IPv4	addresses	is:Private	IPv4	AddressesClass	A10.0.0.0	–	10.255.255.255Class	B172.16.0.0	–	172.31.255.255Class	c192.168.0.0	–	192.168.255.255Special	IPv4	AddressesSpecial	IPv4	addresses	are	a	set	of	IP	addresses,	that	serve	specific	purposes.	These	addresses	are	used	for	special	functions	and	are	not	assigned	to	individual	devices.	Here	are	some	examples	of	special	IPv4	addresses:Special	IPv4	AddressesLocal	Host127.0.0.0	–	127.255.255.255APIPA169.254.0.0	–	169.254.255.255Bogon	IPv4	AddressesA	bogon	IP
address	is	an	IP	address	that	are	not	assigned	or	allocated	to	any	specific	entity	or	organization.	Bogon	addresses	are	typically	used	to	filter	or	block	suspicious	or	illegitimate	network	traffic.	Here	are	some	examples	of	bogon	IPv4	address	ranges:Bogon	IPv4	Address	RangeDescription0.0.0.0/8Reserved	address	space10.0.0.0/8Private	network	(RFC	1918)100.64.0.0/10Shared	address	space	(CGN)127.0.0.0/8Loopback	address169.254.0.0/16Link-local	address	(Autoconfiguration)172.16.0.0/12Private	network	(RFC	1918)192.0.0.0/24Reserved	address	space
used	for	documentation192.0.2.0/24Reserved	address	space	used	for	documentation192.168.0.0/16Private	network	(RFC	1918)198.51.100.0/24Reserved	address	space	used	for	documentation203.0.113.0/24Reserved	address	space	used	for	documentation240.0.0.0/4Reserved	for	future	use	or	experimental	purposesLearning	to	subnet	is	important	for	a	number	of	reasons,	including:Conserving	IP	addresses:	Subnetting	allows	for	the	efficient	use	of	limited	IPv4	addresses	by	dividing	a	larger	network	into	smaller	networks,	conserving	IP	addresses	and
facilitating	better	management.Improving	network	performance:	Subnetting	reduces	the	size	of	broadcast	domains,	reducing	network	congestion	and	improving	performance	by	limiting	the	scope	of	broadcast	messages.Enhancing	network	security:	Subnetting	isolates	different	parts	of	a	network,	improving	security	by	preventing	unauthorized	access	to	sensitive	data.Simplifying	network	management:	Subnetting	makes	it	easier	to	identify	and	troubleshoot	problems	by	isolating	issues	to	specific	subnets,	simplifying	network	management	and	troubleshooting
processes.Solitary	organization:	Gadgets	on	the	equivalent	subnet	can	speak	with	one	another	straightforwardly	without	going	through	a	switch	or	other	systems	administration	gadget.By	learning	subnetting,	you	gain	a	comprehensive	understanding	of	network	design,	management,	and	troubleshooting,	making	you	a	valuable	asset	in	the	field	of	networking.Alright,	wrapping	it	up,	subnetting	is	pretty	much	a	crucial	skill	for	network	admins	and	IT	professionals.	It's	all	about	managing	and	dishing	out	IP	addresses	in	networks	like	a	pro.	This	subnet	cheat
sheet?	It's	your	new	best	friend.	It's	got	everything	you	need	to	know	about	subnetting,	from	getting	your	head	around	IP	addresses	and	subnet	masks	to	the	lingo	like	CIDR	notation	and	VLSM.	Just	follow	the	guide,	use	the	formulas	and	tables,	and	subnetting	will	be	a	walk	in	the	park.	Keep	at	it,	and	you'll	be	a	subnetting	master	in	no	time,	creating	slick	network	designs,	using	addresses	like	a	boss,	and	boosting	network	performance.Limitations	of	subnetting.	Communication	between	one	subnet	to	another	subnet	requires	a	router.	A	poorly	configured	or
fatally	failed	router	can	significantly	impact	your	organization’s	network.	Conclusion	Mastering	subnetting	is	essential	for	network	administrators	and	IT	professionals	alike.	This	cheat	sheet	provides	a	handy	reference	for	understanding	and	calculating	subnet	masks,	ensuring	efficient	network	management	and	troubleshooting.	By	using	this	resource,	you	can	streamline	your	subnetting	processes,	optimize	network	performance,	and	enhance	overall	security.	If	you	need	to	make	your	computer	network	more	efficient,	you	should	consider	subnetting.
Businesses	across	the	globe	want	to	reduce	network	congestion	and	need	engineers	who	understand	how	to	do	this.What	Is	Subnetting?The	goal	of	subnetting	is	to	create	a	fast,	efficient,	and	resilient	computer	network.	As	networks	become	larger	and	more	complex,	the	traffic	traveling	through	them	needs	more	efficient	routes.	If	all	network	traffic	was	traveling	across	the	system	at	the	same	time	using	the	same	route,	bottlenecks	and	congestion	would	occur	resulting	in	sluggish	and	inefficient	backlogs.Creating	a	subnet	allows	you	to	limit	the	number	of
routers	that	network	traffic	must	pass	through.	An	engineer	can	create	smaller	mini-routes	within	a	larger	network	to	allow	traffic	to	travel	the	shortest	distance	possible.What	Is	Subnetting	Used	For?Organizing	a	network	in	an	efficient	way	is	crucial	for	large	firms	and	those	companies	seeking	to	expand	technologically.	IP	addresses	can	be	kept	geographically	localized	meaning	that	a	subnet	can	be	used	for	specific	staffing	structures	to	reduce	traffic	and	maintain	efficiency	and	order.How	Does	Subnetting	Work?IP	addresses	help	to	identify	the	pieces	of
hardware	connected	to	your	network.	To	locate	a	particular	device,	you	would	need	to	organize	the	IP	addresses	in	a	logical	way.	This	is	where	subnetting	excels	as	a	tool	to	help	you	maintain	efficiency	across	your	network.There	could	be	hundreds	of	thousands	of	devices	that	are	connected	within	a	network,	and	the	corresponding	IP	addresses	can	create	a	complex	route	that	traffic	must	travel.	Subnetting	limits	the	IP	address	usage	to	within	a	few	devices.	This	allows	an	engineer	to	use	subnetting	to	create	sub-networks,	sorting	data	so	that	it	can	travel
without	touching	every	part	of	the	more	complex	routers.	To	do	this,	an	engineer	needs	to	match	each	IP	address	class	to	a	subnet	mask.A	subnet	mask	echoes	an	IP	address,	but	it	can	only	be	utilized	within	an	internal	network.	This	mask	helps	to	identify	which	part	of	the	IP	address	relates	to	the	network	and	which	part	relates	to	the	host	so	specific	data	is	sent	on	particular	routes	according	to	its	destination.	A	subnet	mask	creates	the	tool	that	enables	a	router	to	match	an	IP	address	with	a	sub-network.Benefits	of	SubnettingSubnetting	divides	broadcast
domains	so	traffic	is	routed	efficiently,	improving	speed	and	network	performance.A	subnet	mask	ensures	that	traffic	remains	within	its	designated	subnet.	This	reduces	major	congestion	and	reduces	the	load	imparted	on	the	network.	With	sub-networks,	less	distance	needs	to	be	traveled	by	data	packets,	enhancing	network	performance.Network	security	can	be	boosted.	With	different	subnets	within	your	larger	network,	you	are	more	aware	of	route	maps	and	can	more	easily	identify	potential	threats.	With	subnets,	devices	will	not	be	able	to	access	the	whole
network,	and	companies	can	dictate	which	hardware	and	users	have	access	to	more	sensitive	data.Sound	organization	is	crucial	within	large	businesses.	Subnetting	allows	companies	to	have	full	control	over	their	traffic,	data	packets,	network,	and	routers.​FAQsQ.	Why	use	subnets?A.	Subnets	will	enhance	network	security,	efficiency,	and	performance,	and	create	a	speedier	set	of	route	maps	for	data.Q.	How	can	my	company	use	subnets?A.	Locate	a	highly	qualified	engineer	by	utilizing	the	search	function	at	Field	Engineer.Q.	How	many	hosts	can	a	subnet
have?A.	If	you	subtract	the	number	of	network	bits	from	the	number	of	total	bits,	you	can	calculate	the	total	number	of	hosts	a	subnet	can	have.Q.	What	sort	of	networks	would	be	best	for	subnetting?A.	Small	networks	don’t	require	subnets.	However,	large	LANs	are	prime	candidates	as	IP	address	allocation	will	be	impactful	with	group	devices	to	maximize	organization.Q.	What	is	an	IP	class?A.	IP	classification	is	complex.	However,	in	layman’s	terms,	IP	classes	range	from	A	-	E.	Class	A,	B,	and	C	are	used	for	host	addresses	without	exception.	Class	D	is	for
multicasting.	And	Class	E	is	rarely	used	within	networks	of	companies.Q.	Do	I	Need	a	Subnetting	Engineer?Businesses	in	the	twenty-first	century	must	be	organized,	focused,	and	resilient	to	ward	off	external	threats.	Subnetting	will	help	secure	your	data	and	technology	and	achieve	your	business	goals.	To	implement	subnetting	properly	and	effectively,	you	need	a	qualified	computer	engineer.	Find	one	today	at	Field	Engineer.	The	computer	network	subnetting	divides	a	bigger	IP	address	space	into	smaller	independent	address	spaces.	The	same	group	of
connected	computers	can	work	as	two	or	more	network-independent	networks	using	subnetting.	Each	group	has	a	separate	network	id.	A	subnet	mask	is	a	value	for	getting	a	network	id	from	the	Ip	address.	Subnetting	creates	two	or	more	separate	broadcast	networks,	which	reduces	network	load	and	provides	more	security	to	the	network	users.	For	example,	if	a	LAN	connects	to	the	internet	using	a	router.	The	computers	on	LAN	are	of	C		class	of	IP	addresses.	The	LAN	can	have	a	maximum	of	254	hosts	with	the	same	Network	Id	if	a	LAN	computer	has	an	IP
address	192.168.1.*.		The	network	id	is	192.168.1.	The	subnet	mask	is	24	bits,	with	a	value	of	192.168.1,	or	192.168.1.1/24.	The	total	number	of	network	ids	possible	is	0xFFFFFF	in	the	case	of	the	C	class	IP	address,	which	is	a	considerable	amount.	Subnetting	gives	an	opportunity	of	dividing	the	broad	range	into	smaller	ones.		In	our	example,	the	subnet	mask	is	192.168.1.1/24.	This	means	that	when	the	router	needs	to	send	an	IP	packet	to	any	computer	on	the	LAN,	the	value	of	the	network	address	in	the	destination	IP	is	compared	against	192.168.1.	If	it
matches,	the	packet	is	sent	to	the	LAN	else	not.	We	can	create	two	(or	more)	LANs	with	different	network	masks	with	the	subnetting.	One	LAN	may	have	a	subnet	mask	192.168.1.1*/24,	and	the	other	LAN	have	192.168.2.*/24	Based	on	subnetting,	we	can	divide	the	communication	computers	into	groups.	The	division	brings	many	advantages	for	the	network	and	LAN	users.	Logical	separation:	There	can	be	multiple	(one	HR,	the	other	is	operations)	departments	in	the	company.	Each	has	its	servers	and	other	things	on	the	LAN	machines.	If	there	is	no
subnetting,	each	can	access	any	computer	over	LAN.	With	subnetting,	only	the	computers	in	a	subnet	address	can	be	accessed.		Separation	brings	more	security	to	department-specific	data.		Reduces	Broadcast	packets:	After	subnetting,	a	packet	is	sent	to	the	computers,	and	that	network	id	matches	the	subnet.	For	example,	if	there	are	six	computers	over	LAN	with	to	subnet.	Each	subnet	has	three	computers	with	a	subnet	mask	of	192.168.1.1/24	and	192.168.2.1/24,	respectively.	When	an	incoming	packet	comes	into	the	LAN,	the	router	broadcasts	the	packet
to	only	three	machines	because	the	network	packet	can	only	belong	to	a	subnet.	If	there	is	no	subnetting,	all	six	devices	get	the	broadcast.	Till	now,	we	have	explained	what	subnetting	is.	In	simple	terms,	subnetting	means	dividing	an	IP	address	into	the	host	and	network	ID.	But	how	a	computer	knows	what	bits	are	for	network	ID	and	what	are	for	Host	Id?	The	answer	is	the	subnet	mask.	A	subnet	mask	is	of	the	same	length	as	the	IP	address.	E.g.	for	IPV4,	the	subnet	mask	length	is	32	bits.	A	subnet	mask	is	applied	to	an	IP	address.	The	output	is	the	network
id.	Subnet	apply	means	the	IP	address	bits	are	done	bitwise	end	with	the	subnet	mask.	Following	is	the	default	subnet	mask	for	all	types	of	IP	address	classes.	IP	address	class	Subnet	Mask	(byte1.byte2.bye3.byte4)A255.0.0.0B255.255.0.0.C255.255.255.0	This	lesson	explains	what	IP	subnetting	is	through	a	visual	example.	Suppose	a	company	has	a	block	of	256	public	IP	addresses	provided	by	the	local	service	provider.	Figure	1.	Company's	block	of	256	addressesThe	IP	address	block	is	37.1.1.0	255.255.255.0,	written	in	slash	notation	as	37.1.1.0/24.	Using	the
technique	shown	in	our	previous	lesson,	we	can	easily	calculate	that	the	boundaries	of	this	network	are	Network	ID	37.1.1.0	and	Broadcast	address	37.1.1.255,	as	shown	in	figure	1	above.The	company	has	four	offices	with	50	users	each.	As	a	network	engineer,	you	are	tasked	to	divide	the	company's	public	IP	address	block	37.1.1.0/24	into	four	subnets	with	at	least	50	usable	IP	addresses	and	assign	a	subnet	to	each	office.	Figure	2	illustrates	the	requirements.Figure	2.	Subnetting	based	on	the	number	of	hosts	-	Example	1If	we	do	not	subnet	the	37.1.1.0/24
address	block	into	multiple	smaller	blocks,	we	can	only	use	it	in	one	office.	For	example,	we	can	assign	the	entire	37.1.1.0/24	to	office	1.	However,	the	company	will	then	need	to	buy	additional	IP	address	blocks	for	the	other	offices.	(the	company's	management	won't	be	happy	about	that).	Here	is	the	point	where	IP	subnetting	comes	into	the	picture.IP	subnetting	is	the	process	of	dividing	a	single	IP	network	into	smaller	sub-networks	called	subnets,	as	illustrated	in	figure	3	below.	It's	an	important	aspect	of	network	management	and	is	commonly	used	by
administrators	to	optimize	their	IP	address	usage.Figure	3	illustrates	the	purpose	of	IP	subnetting	-	we	divide	a	network	into	smaller	subnets	so	that	we	can	use	the	IP	address	space	more	efficiently,	which	is	crucial	given	the	limited	number	of	available	IPv4	addresses.	For	example,	instead	of	assigning	the	entire	37.1.1.0/24	to	office-1	and	telling	the	management	to	buy	more	addresses,	we	divide	the	network	37.1.1.0/24	into	four	smaller	subnets	and	assign	a	subnet	to	each	office.Figure	3.	What	is	Subnetting?That's,	in	short,	what	subnetting	is	and	why	we
need	it.	Now	let's	see	how	we	do	it.The	subnetting	processFirst,	let's	emphasize	the	basics	-	an	IP	address	has	two	main	components:	the	network	and	host	portions.	The	network	portion	identifies	the	network,	while	the	host	portion	identifies	a	host	within	that	network.	The	subnet	mask	determines	the	boundary	between	the	network	and	host	portion.	We	showed	this	in	our	previous	lesson	about	the	subnet	mask.In	this	lesson's	example,	we	have	the	network	37.1.1.0/24.	Therefore,	the	mask	is	24	bits	long,	which	means	that	the	first	24	bits	of	the	IP	address
37.1.1.0	identify	the	network,	as	shown	in	figure	4	below.	The	last	8	bits	identify	the	host	portion.	When	doing	subnetting,	we	work	with	the	host	portion	of	the	original	network	given	to	us.	We	do	not	touch	the	original	network	portion.To	divide	the	network	into	subnets,	we	convert	some	of	the	leftmost	host	bits	into	network	bits.	We	call	these	bits	-	subnet	bits.	When	doing	this,	we	create	multiple	sub-networks	smaller	than	the	original	network.	The	question	is	-	how	do	we	decide	how	many	host	bits	to	convert	to	subnet	bits?	Here	is	how	we	calculate	the
number	of	subnets	created	and	the	number	of	hosts	per	subnet.2^subnet	bits	=	number	of	subnets	created	2^host	bits	-	2	=	number	of	hosts	per	subnetFor	example,	with	a	single	subnet	bit,	we	can	create	21	or	2	subnets.	With	2	bits,	22	or	4	subnets,	with	3	bits,	23	or	8	subnets,	and	so	forth.	The	number	of	subnet	bits	must	be	sufficient	to	create	as	many	sub-networks	as	required.	At	the	same	time,	the	remaining	host	bits	must	also	be	sufficient	to	ensure	that	we	have	as	host	IP	addresses	as	needed.Figure	4	below	illustrates	the	subnetting	process.Figure	4.
The	Subnetting	ProcessNow	let's	see	an	example.Subnetting	exampleThe	first	thing	we	need	to	do	is	to	decide	how	many	hosts	per	subnet	we	need.	In	our	example,	we	need	sub-networks	with	at	least	50	usable	addresses.	To	calculate	the	required	host	bits,	we	find	the	smallest	power	of	2	equal	to	or	greater	than	the	number	of	required	hosts	plus	two	(for	the	network	and	broadcast	addresses).	In	this	case,	50	+	2	=	52.	The	smallest	power	of	2	equal	to	or	greater	than	52	is	26	(64).Ok,	so	we	have	8	original	host	bits.	For	subnets	with	at	least	50	usable	host
addresses,	we	need	6	host	bits.	Therefore,	we	are	left	with	2	bits	that	we	can	convert	to	subnet	bits.To	calculate	the	new	subnet	mask	of	the	sub-networks,	we	add	the	subnet	bits	to	the	original	mask	-	24+2	=	/26.	Figure	5	illustrates	this	example.Figure	5.	Subnetting	ExampleNow,	to	calculate	the	boundaries	of	each	subnet,	we	convert	the	binary	representation	to	decimal.	For	example,	the	first	subnet's	Network	ID	is	00100101.0000001.00000001.00000000	(37.1.1.0),	and	the	Broadcast	address	is	00100101.0000001.00000001.00111111	(37.1.1.63).	Notice
that	the	network	bits	are	in	blue	and	the	host	bits	are	in	red.	The	network	bits	are	26	-	the	24	original	network	bits	plus	the	2	subnet	bits.	Therefore,	for	Subnet	1:Network	Address:	37.1.1.0/26Usable	IP	Range:	37.1.1.1	-	37.1.1.62Broadcast	Address:	37.1.1.63Subnet	2's	Network	ID	is	00100101.0000001.00000001.01000000	(37.1.1.64),	and	the	Broadcast	address	is	00100101.0000001.00000001.01111111	(37.1.1.127):Network	Address:	37.1.1.64/26Usable	IP	Range:	37.1.1.65	-	37.1.1.126Broadcast	Address:	37.1.1.127Subnet	3's	Network	ID	is
00100101.0000001.00000001.10000000	(37.1.1.0),	and	the	Broadcast	address	is	00100101.0000001.00000001.10111111	(37.1.1.63):Network	Address:	37.1.1.128/26Usable	IP	Range:	37.1.1.129	-	37.1.1.190Broadcast	Address:	37.1.1.191Subnet	4's	Network	ID	is	00100101.0000001.00000001.11000000	(37.1.1.0),	and	the	Broadcast	address	is	00100101.0000001.00000001.11111111	(37.1.1.63):Network	Address:	37.1.1.192/26Usable	IP	Range:	37.1.1.193	-	37.1.1.254Broadcast	Address:	37.1.1.255Now	we	can	assign	each	of	the	four	/26	subnets	to	the	four
offices,	providing	enough	IP	addresses	for	50	users	per	office,	as	shown	in	figure	6	below.Figure	6.	Assigning	an	IP	network	to	each	office.With	that,	our	first	example	is	done.	If	you	are	encountering	IP	subnetting	for	the	first	time,	it	probably	seems	a	little	confusing.	However,	when	we	do	a	couple	of	more	examples,	it	will	most	likely	click	and	become	clear.
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