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PuTTY serves as a popular terminal emulator that supports SSH, Telnet and serial communication needs. Network administrators developers and IT professionals typically use PuTTY for secure connections with remote systems along with server management and command execution needs in a protected space. PuTTY functions as a bridging tool that
enables users to access remote computers along with network devices through encrypted connections instead of restricting itself to a single system like traditional command-line interfaces.The reason why PuTTY enjoys widespread popularity stems from its basic design and its compact structure. Users can run this application without installation to
make it a portable tool for direct execution from either USB drives or computers. Through configuration users can access Linux-based servers using a Windows machine to perform commands and file transfers while resolving network problems in a protected manner.PuTTY implements SSH and other protocols to guarantee encrypted communication
thus blocking any attempt at unauthorized access or intercepting data while in transit. Users who perform system management tasks in IT environments need PuTTY because it serves as their essential remote tool. The application has established itself as developers' primary tool for safely accessing cloud servers together with routers and networked
devices. Professionals and technologists choose PuTTY because it remains their top selection for reliable secure distant connection management. PuTTY serves as modern secure connection software suitable for users who want remote system access. The application framework presents a basic user interface to let users access servers and execute
commands and manage network settings through a straightforward process. Remote access tools that need subscriptions or heavy installations differ from PuTTY because this tool provides free, lightweight efficient services.Sectional origin for choosing PuTTY results from its ability to work with Secure Shell (SSH) which presents an encryption-
focused remote protocol. Secure Shell (SSH) enables protected data transmission because it operates through unsecured connections, which prevents unauthorized access to confidential information in modern digital security environments. Users can achieve encrypted remote sessions between their PC and server through PuTTY for protecting their
file transfers and application management procedures.PuTTY offers superior versatility in addition to its other features. The program supports connections through SSH, Telnet, rlogin and the serial protocol. Users can perform many different networking tasks using this tool, which includes both basic command execution on distant devices and
configuring router and switch hardware. No matter which role someone plays as an IT administrator or developer, they need access to Linux servers or cloud environments since PuTTY functions as their secure connection solution.The software PuTTY is recognized for its ability to move between different platforms. Each user benefits from the
standalone executable file format of PuTTY because they need to conduct only simple launch operations. The application offers practicality to users who work between diverse machines or need instant access to their connection tool. The USB portable format of PuTTY enables technicians to provide secure access to various systems without changing
system configurations when working at different locations.Users choose PuTTY because the software allows extensive customization modifications. Through the application, users have the ability to set their session choices and store ongoing connections and adjust terminal visual elements. Key authentication parameters make it possible to establish
safe cryptographic logins which do not require conventional password-based authentication. Its adaptable features let this tool match various user requirements. Users can obtain PuTTY free of charge because it functions as an open-source release under the MIT license. You can enjoy PuTTY free of charge and the application has no restrictions or
premium versions or additional subscription costs. People are free to install and operate PuTTY through personal or professional settings.The open-source nature allows the user community to take an active part in the continuous development and enhancement of the software. PuTTY maintains its status as a dependable tool for secure remote access
because developers provide continuous security updates as well as bug fixes regularly. PuTTY delivers essential remote access capabilities to its users at no cost, whereas numerous professional remote access systems enforce financial licensing requirements. PuTTY functions best with Windows computers since it stands among the top SSH client
solutions for Windows-based system users. PuTTY operates without glitches on Windows 10 and Windows 11 as well as Windows 7 and Windows XP and all other Windows operating system versions.PuTTY does not serve as the primary SSH connection tool for Linux and macOS systems because both operating systems include native terminal
applications which support SSH communication. The package manager system enables access to PuTTY for Linux users who want to use this interface. Users can connect to PuTTY using macOS through iTerm2 or built-in Terminal after conducting additional setup steps. The remote access solution MobaXterm has gained popularity because it offers
an entire suite of features in one platform. The networking features of MobaXterm surpass those in PuTTY because it provides users with various utilities packed into a single solution while PuTTY remains specialized in SSH and Telnet operations. The application contains a complete X server system together with support for multiple terminals and
file exchange functionality. A user-friendly design supports users to handle multiple remote connections through one interface so MobaXterm is a favored tool when advanced features are required.Termius enables SSH connectivity on both computer desktops and mobile smartphones through its powerful application features. Termius supports
Windows, macOS, Linux, iOS as well as Android platforms and represents an advanced interface compared to PuTTY's design. The tool offers SSH key management tools and supports command history recall as well as cloud data synchronization, which makes it an appropriate option for those who work with multiple devices. The basic functions exist
in the free version, yet premium users receive supplementary safety features together with customization abilities.The SSH platform openSSH exists as a native functionality which runs within many Linux and macOS systems. The built-in command-line tools of OpenSSH enable SSH connections unlike separate application PuTTY. The SSH solution is
mainly deployed by system administrators who work through command-line tools to manage remote network access. OpenSSH provides users with secure file transfer capabilities together with advanced authentication methods while remaining an integrated no-frills choice for users who want an integrated solution. Home | FAQ | Feedback | Licence |
Updates | Mirrors | Keys | Links | TeamDownload: Stable Snapshot | Docs | Privacy | Changes | WishlistThis page contains download links for the latest released version of PuTTY.Currently this is 0.83, released on 2025-02-08. When new releases come out, this page will update to contain thelatest, so this is a good page to bookmark or link
to.Alternatively, here is apermanent link to the 0.83 release. Release versions of PuTTY are versions we think are reasonably likelyto work well. However, they are often not the most up-to-dateversion of the code available. If you have a problem with thisrelease, then it might be worth trying outthe development snapshots,to see if the problem has
already been fixed in those versions. Package files Alternative binary files Documentation Source code Downloads for 32-bit Windows on Arm Checksum files If you want to comment on this web site, see theFeedback page. (last modified on Mon Feb 10 00:42:52 2025)Free and open-source terminal emulator, serial console and network file transfer
applicationThis article is about the computer software. For the sealing material, see Putty. For other uses, see Putty (disambiguation).This article has multiple issues. Please help improve it or discuss these issues on the talk page. (Learn how and when to remove these messages) This article relies excessively on references to primary sources. Please
improve this article by adding secondary or tertiary sources. Find sources:"PuTTY"news newspapers books scholar JSTOR (October 2008) (Learn how and when to remove this message)This article needs additional citations for verification. Please help improve this article by adding citations to reliable sources. Unsourced material may be challenged
and removed.Find sources:"PuTTY"news newspapers books scholar JSTOR (July 2011) (Learn how and when to remove this message) (Learn how and when to remove this message)PuTTYA screenshot of PuTTY running under Ubuntu MATEDeveloper(s)Simon TathamlInitial releaseJanuary8, 1999; 26 years ago(1999-01-08)[1]Stable release0.83[2] / 8
February 2025Repositorygit.tartarus.org?p=simon%2Fputty.git Written inCOperating systemMicrosoft Windows, ReactOS, macOS, LinuxTypeTerminal emulatorLicenseMIT License[3]Websitewww.chiark.greenend.org.uk/~sgtatham/putty/PuTTY user manual (copy from 2022)PuTTY (/pti/)[4] is a free and open-source terminal emulator, serial console
and network file transfer application. It supports several network protocols, including SCP, SSH, Telnet, rlogin, and raw socket connection. It can also connect to a serial port. The name "PuTTY" has no official meaning.[5]JPuTTY was originally written for Microsoft Windows, but it has been ported to various other operating systems. Official ports are
available for some Unix-like platforms, with work-in-progress ports to Classic Mac OS and macOS, and unofficial ports have been contributed to platforms such as Symbian,[6][7] Windows Mobile and Windows Phone.PuTTY was written and is maintained primarily by Simon Tatham, a British programmer.PuTTY supports many variations on the secure
remote terminal, and provides user control over the SSH encryption key and protocol version, alternate ciphers such as AES, 3DES, RC4, Blowfish, DES, and public-key authentication. PuTTY uses its own format of key files PPK (protected by Message Authentication Code).[8] PuTTY supports SSO through GSSAPI, including user provided GSSAPI
DLLs. It also can emulate control sequences from xterm, VI220, VIT102 or ECMA-48 terminal emulation, and allows local, remote, or dynamic port forwarding with SSH (including X11 forwarding). The network communication layer supports IPv6, and the SSH protocol supports the zlib@openssh.com delayed compression scheme. It can also be used
with local serial port connections.PuTTY comes bundled with command-line SCP and SFTP clients, called "pscp" and "psftp" respectively, and plink, a command-line connection tool, used for non-interactive sessions.[9]PuTTY does not support session tabs directly,[10] but many wrappers are available that do.[11]PuTTY development began in 1996,[12]
and was a usable SSH-2 client by October 2000.[13][14]PuTTY consists of several components:PuTTYthe Telnet, rlogin, and SSH client itself, which can also connect to a serial portPSCPan SCP client, i.e. command-line secure file copy. Can also use SFTP to perform transfersPSFTPan SFTP client, i.e. general file transfer sessions much like
FTPPuTTYtela Telnet-only clientPlinka command-line interface to the PuTTY back ends. Usually used for SSH TunnelingPageantan SSH authentication agent for PuTTY, PSCP and PlinkPuTTYgenan RSA, DSA, ECDSA and EdDSA key generation utilitypterm(Unix version only) an X11 client which supports the same terminal emulation as PuTTYFree and
open-source software portalComparison of SSH clientsTera TermminttyWinSCPminicom”™ "git.tartarus.org Git - simon/putty.git/commit". git.tartarus.org. Archived from the original on 21 September 2021. Retrieved 31 August 2017.” Simon Tatham (8 February 2025). "PuTTY 0.83 is released". Retrieved 9 February 2025.” "PuTTY Licence". Retrieved
8 March 2021.” "PuTTY FAQ". www.chiark.greenend.org.uk.”™ "PuTTY FAQ". [PuTTY is] the name of a popular SSH and Telnet client. Any other meaning is in the eye of the beholder. It's been rumoured that 'PuTTY' is the antonym of 'getty’, or that it's the stuff that makes your Windows useful, or that it's a kind of plutonium Teletype. We couldn't
possibly comment on such allegations.”™ "PuTTY for Symbian OS". s2putty.sourceforge.net.” "Forum Nokia Wiki PuTTY for Symbian OS". Archived from the original on 16 July 2012.” "SSH and Transfer Files using Putty Private Key (.ppk)". D4Nyll. 21 June 2016. Archived from the original on 18 May 2021.” Barrett, Daniel; Silverman, Richard;
Byrnes, Robert (2005). SSH, The Secure Shell: The Definitive Guide. O'Reilly Media. pp.577579. ISBN9780596008956.” "PuTTY wish multiple-connections". www.chiark.greenend.org.uk.”™ (e.g. PuTTY Connection Manager, SuperPuTTY, MTPuTTY, mRemoteNG, WinSSHTerm, PuTTY Manager, PuttyTabs or TWSC (Terminal Window ShortCuts)).”
Tatham, Simon (12 March 2025). "Iconography of the PuTTY tools".”™ "PuTTY FAQ". www.chiark.greenend.org.uk.” "PuTTY Change Log". www.chiark.greenend.org.uk.Wikimedia Commons has media related to PuTTY.Official website Retrieved from " An application called PuTTY, a terminal emulator, may serve as a client for the SSH, Telnet, rlogin,
and raw TCP computer protocols. Although the phrase "PuTTY" is meaningless, the abbreviation "tty"which stands for "teletype"is occasionally used to refer to Unix terminals. PuTTY was originally created for Microsoft Windows, but it has since been ported to other operating systems, including several Unix-like ones. Unofficial ports have been made
to the Symbian and Windows Mobile operating systems while official versions for Mac OS and Mac OS X are currently being developed. t is free software with an open-source license, the MIT License. Features of PuTTYUnicode assistance.control over the SSH protocol version and encryption key.the "pscp" and "psftp" command-line clients for SFTP
and SCP, respectively.SSH provides local, remote, or dynamic port forwarding control, as well as built-in X11 forwarding functionality.Most xterm, VT102 control sequences, and a large portion of ECMA-48 terminal emulation are emulated.IP Version 6 assistance.supports DES, ARC4, 3DES, AES, ARC4, and ARC4.support for public-key
authentication.support for connections through a local serial port.System Requirement to Install PuTTYCPU: Inter i3/i5 or aboveRAM: Minimum 1GBHard Disk Drive: 2GB or MoreOperating System: Windows 7/8/8.1/10/11 Let's see the installation steps of PuTTY on windows: Installation steps of PuTTY on Windows Step 1: Download PuTTY Installer
from its official website. sgtatham/putty/latest.html Step 2: Execute the Installer. To execute it Double Click on it and press Next. Step 3: Select your destination folder to install the PuTTY application, Click on Next if you don't want to change the path. Step 4: Select the Product Features which you want to install with the PuTTY application and then
Click on Install. Step 5: Now the installation process of PuTTY get finished. Click on Finish to complete the wizard. Step 6: Now you can open PuTTY from the start window for that click on the windows key or the howe icon and search PuTTY. Now the application is successfully installed. PuTTY is a free, open-source terminal emulator, network file
transfer application, and serial console. It is widely used to establish secure connections to remote systems, particularly Unix or Linux servers. PuTTY supports various network protocols, including SSH (Secure Shell), Telnet, rlogin, and raw socket connections, making it a versatile tool for system administrators and developers. You can download the
latest version here. PuTTY is a popular SSH, Telnet, and SFTP client for Windows. It is typically used for remote access to server computers over a network using the SSH protocol. This is the download page.For more information on PuTTY, see the PuTTY page. For information on SSH (Secure Shell), see here. For information on Telnet, see here. For
information on SFTP secure file transfers, see here. Simon Tatham publishes new PuTTY versions on his personal home page. The releases are signed with GPG, using the PuTTY release key.To verify the signatures, you need the gpg tool. On Debian-based Linux, it can be installed with aptitude install gnupg. On Red Hat 7, it can be installed with yum
install gnupg2.To import the signature key into GPG, use:gpg --import putty-release-2015.ascTo check the signature of a file, use:gpg --verify For example:gpg --verify putty-64bit-0.69-installer.msi.gpg putty-64bit-0.69-installer.msiPackage contents: putty.exe, puttygen.exe, psftp.exe, pscp.exe, pagent.exeThe installation package includes putty.exe,
puttygen.exe, psftp.exe, pscp.exe, and pagent.exe.putty.exe is the main executable for the terminal client. It can also be used standalone, without the installation package, by simply copying the executable to a USB stick and running it on a new machine. This way, the user can carry the executable with them. However, this should not be assumed to
provide great security - malware on the machine where it is used can still compromise the software (cf. CIA hacking tool bothanspy) and viruses may get installed on the USB stick whenever it is inserted in a new machine.puttygen.exe is can be used for generating SSH keys on Windows. See the separate puttygen page on how to create and set up
SSH keys with it.psftp.exe is an SFTP file transfer client. It only works on the command line, and does not support graphically dragging and dropping files between systems. See Tectia SSH if you'd like that functionality.pscp.exe is a command line SCP client.pagent.exe is an SSH agent for PuTTY. Keys are first created with puttygen.exe and can then
be loaded into pagent for automating logins and for implementing single sign-on. For other SSH clients and comparison, see the SSH clients page. Several more modern alternatives are available. You don't need to worry about a server if you are going to connect to a school or work server. However, if you are planning to use PuTTY to log into your
own systems, then you may need to install and enable a server.Most Linux and Unix systems come with OpenSSH preinstalled. On some distributions, you may need to install the server. On Debian-derived systems, the following will install the server:sudo aptitude install openssh-serverOn Red Hat systems, the following will install the server:sudo yum
install openssh-serverDepending on the system, you may also need to start the server if you don't want to reboot. The following should work on most systems:sudo service sshd restartFor Windows, the Tectia SSH is a popular choice and comes with commercial support services. It also runs on IBM z/OS mainframes. Unix/Linux are available with
support for business-critical applications. SSH is often used with public key authentication to implement automation and single sign-on.Public key authentication uses a new kind of access credential, the SSH key, for authentication. It is much more secure than traditional password authentication, especially compared to hard-coded passwords in
scripts, but the keys need proper management.Most organizations with more than a hundred servers have large numbers of SSH keys. Usually, these keys have not been properly managed and audited. An SSH risk assessment is recommended. Organizations should consider deploying key management software to establish proper provisioning,
termination, and monitoring for key-based access.Risks of unmanaged SSH keys include uncontrolled attack spread across the server infrstructure, including to disaster recovery data centers and backup systems.Organizations should also be aware of security risks related to SSH port forwarding. It is a technology that has many good uses, but it can
also enable unfettered access across firewalls. Employees and attackers can leave tunnels back into the internal network from the public Internet. This particularly affects organizations using cloud computing services. In addition to SSH, the PuTTY can be used as a telnet client. Telnet is insecure. Its use is not recommended.The main problem with
telnet is that it transmits all passwords and any transmitted data in the clear. Anyone with access to any computer on the same network can steal user names and passwords that are transmitted. Such password sniffing attacks were very common on the Internet already in the 1990s.Telnet sessions can also be hijacked in the network. Attackers can
inject their own commands into telnet sessions. Protection from such attacks was the main reason why Tatu Ylonen developed SSH as a replacement for telnet in the first place. Use of telnet has not been recommended for 20 years. File transfer support is implemented as a separate program, PSFTP. It is available only as a command-line tool. There is
no graphical user interface for file transfers.SCP file transfers are supported via the PSCP program. This is also command-line only.Modern implementations, such as Tectia SSH, have integrated file transfers in the terminal client. PuTTY is a free open-source terminal emulator that has become a staple tool for network administrators, developers, and
IT professionals. Developed by Simon Tatham, it supports various network protocols, including SSH, Telnet, SCP, and SFTP, making it an essential tool for establishing secure remote connections to servers and managing systems. PuTTY shines with its lightweight design, wide compatibility across multiple devices and operating systems. This emulator
is also used as a learning tool as users rarely encounter crashes or disconnections unless caused by external network issuesmaking it reliable for testing. A simple networking tool with tons of functionalityPuTTY is to provide users with secure remote access to servers through SSH, Telnet, or serial connections. Upon launching this tool, users are
greeted by a minimalist interface that prioritizes functionality over aesthetics. Configuring connections is straightforward, with fields for entering the hosts IP address, port, and protocol. For those frequently connecting to multiple servers, allowing users to save session configurations, which simplifies future logins. Once connected, the terminal
window provides real-time access to the remote systems command line. This networking tool supports extensive customization options, allowing users to adjust the terminal appearance, character encoding, color schemes, and logging options. While its interface may seem basic compared to more modern terminal clients, its simplicity is one of its
greatest strengths, offering a distraction-free environment focused purely on remote system management. It supports tough encryption protocols, particularly SSH-2, which ensures secure communication over potentially vulnerable networks. Additionally, PuTTY includes built-in public key authentication, allowing users to enhance security by using
key pairs instead of passwords. SCP and SFTP support also allow users to securely transfer files between local and remote machines, making it a versatile tool for both remote access and file management. Though it requires manual configuration for advanced features.A reliable, secure, and versatile terminal toolPuTTY remains a trusted tool for
professionals needing secure remote connections and file transfers. Its lightweight, no-frills design, combined with support for multiple protocols and robust encryption, makes it invaluable for managing remote servers. Despite its dated interface, PuTTY excels in functionality, reliability, and customization, providing users with a secure and efficient
terminal experience that continues to stand the test of time. Bitvise is not affiliated with PuTTY. We develop our SSH Server for Windows, which is compatible with PuTTY. Many PuTTY users are therefore our users as well. From time to time, they need to find the PuTTY download link. We also provide an SSH Client for Windows which is not a version
of PuTTY, but is free and dedicatedly maintained. Many PuTTY users like our SSH Client as well. How did Bitvise acquire this domain? Bitvise was not the original registrant of putty.org. We purchased it from a previous owner who used it in ways unrelated to software. We thought it useful to repurpose it the way you see. On July 13, 2025, Bitvise was
contacted by a political interrogator posing as a journalist. Here is the exchange.
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